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FreeRDP prior to version 2.0.0-rc4 contains an Integer Overflow that leads to a Heap-Based Buffer Overflow in function gdi
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Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

RDP Client 'FreeRDP' And 'rdesktop’ Multiple Security Vulnerabilities

[SECURITY] [DLA 1666-1] freerdp security update

Fixed CVE-2018-8787 - FreeRDP/FreeRDP@09b9d4f - GitHub
Home - Check Point Research
USN-3845-2: FreeRDP vulnerabilities | Ubuntu security notices

USN-3845-1: FreeRDP vulnerabilities | Ubuntu security notices

Source

REDHAT

CONFIRM

CVE.ORG

NVD

BID

MLIST

CONFIRM

UBUNTU

UBUNTU

Link

www.securityfocus.com

lists.debian.org

access.redhat.com
github.com

research.checkpoint.com

usn.ubuntu.com

usn.ubuntu.com

WWW.CVe.org

nvd.nist.gov

Tags

Third Party Advisory, VDB Er
Mailing List, Third Party Advis
Third Party Advisory

Patch, Vendor Advisory
Exploit, Third Party Advisory
Third Party Advisory

Third Party Advisory
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377076 Alibaba Cloud Linux Security Update for freerdp (ALINUX2-SA-2019:0019)

500964 Alpine Linux Security Update for freerdp

504839 Alpine Linux Security Update for freerdp
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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