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Summary

CVE CVE-2018-8819

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-14 20:29:00 UTC

Updated 2021-07-27 19:25:00 UTC

Description An XXE issue was discovered in Automated Logic Corporation (ALC) WebCTRL Versions 6.0, 6.1 and 6.5. An unauthenticated attacker could enter malicious input to WebCTRL and a weakly configured XML parser will allow the application to disclose full file contents from the underlying web server OS via the "X-Wap-Profile" HTTP header.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Automatedlogic Webctrl 6.0 All All All

Application Automatedlogic Webctrl 6.1 All All All

Application Automatedlogic Webctrl 6.5 All All All

Application Automatedlogic Webctrl 6.0 All All All

Application Automatedlogic Webctrl 6.1 All All All

Application Automatedlogic Webctrl 6.5 All All All

Application Carrier Automatedlogic Webctrl 6.0 All All All

Application Carrier Automatedlogic Webctrl 6.1 All All All

Application Carrier Automatedlogic Webctrl 6.5 All All All

References

Reference Source Link

Full Disclosure: Multiple Automated Logic Corporation WebCTRL XML External Entity Injection (CVE-2018-8819) FULLDISC seclists.org

WebCTRL Out-Of-Band XML Injection ≈ Packet Storm MISC packetstormsecurity.com

CVE-2018-8819 MISC hateshape.github.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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