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Summary

CVE CVE-2018-8826

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-20 20:29:00 UTC

Updated 2018-05-24 12:06:00 UTC

Description ASUS RT-AC51U, RT-AC58U, RT-AC66U, RT-AC1750, RT-ACRH13, and RT-N12 D1 routers with firmware before 3.0.0.4.380.8228; RT-AC52U B1, RT-AC1200 and RT-N600 routers with firmware before 3.0.0.4.380.10446; RT-AC55U and RT-AC55UHP routers with firmware before 3.0.0.4.382.50276; RT-AC86U and RT-AC2900 routers with firmware before 3.0.0.4.384.20648; and possibly other RT-series routers allow remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Rt-ac1200 - All All All

Hardware Asus Rt-ac1200 - All All All

Operating System Asus Rt-ac1200 Firmware 3.0.0.4.380.10446 All All All

Operating System Asus Rt-ac1200 Firmware 3.0.0.4.380.10446 All All All

Hardware Asus Rt-ac1750 - All All All

Hardware Asus Rt-ac1750 - All All All

Operating System Asus Rt-ac1750 Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-ac1750 Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-ac2900 - All All All

Hardware Asus Rt-ac2900 - All All All

Operating System Asus Rt-ac2900 Firmware 3.0.0.4.384.20648 All All All

Operating System Asus Rt-ac2900 Firmware 3.0.0.4.384.20648 All All All

Hardware Asus Rt-ac51u - All All All

Hardware Asus Rt-ac51u - All All All

Operating System Asus Rt-ac51u Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-ac51u Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-ac52u B1 - All All All
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Hardware Asus Rt-ac52u B1 - All All All

Hardware Asus Rt-ac52u B1 - All All All

Operating System Asus Rt-ac52u B1 Firmware 3.0.0.4.380.10446 All All All

Operating System Asus Rt-ac52u B1 Firmware 3.0.0.4.380.10446 All All All

Hardware Asus Rt-ac55u - All All All

Hardware Asus Rt-ac55u - All All All

Hardware Asus Rt-ac55uhp - All All All

Hardware Asus Rt-ac55uhp - All All All

Operating System Asus Rt-ac55uhp Firmware 3.0.0.4.382.50276 All All All

Operating System Asus Rt-ac55uhp Firmware 3.0.0.4.382.50276 All All All

Operating System Asus Rt-ac55u Firmware 3.0.0.4.382.50276 All All All

Operating System Asus Rt-ac55u Firmware 3.0.0.4.382.50276 All All All

Hardware Asus Rt-ac58u - All All All

Hardware Asus Rt-ac58u - All All All

Operating System Asus Rt-ac58u Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-ac58u Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-ac66u - All All All

Hardware Asus Rt-ac66u - All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-ac86u - All All All

Hardware Asus Rt-ac86u - All All All

Operating System Asus Rt-ac86u Firmware 3.0.0.4.384.20648 All All All

Operating System Asus Rt-ac86u Firmware 3.0.0.4.384.20648 All All All

Hardware Asus Rt-acrh13 - All All All

Hardware Asus Rt-acrh13 - All All All

Operating System Asus Rt-acrh13 Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-acrh13 Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-n12 D1 - All All All

Hardware Asus Rt-n12 D1 - All All All

Operating System Asus Rt-n12 D1 Firmware 3.0.0.4.380.8228 All All All

Operating System Asus Rt-n12 D1 Firmware 3.0.0.4.380.8228 All All All

Hardware Asus Rt-n600 - All All All

Hardware Asus Rt-n600 - All All All

Operating System Asus Rt-n600 Firmware 3.0.0.4.380.10446 All All All

Operating System Asus Rt-n600 Firmware 3.0.0.4.380.10446 All All All
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References

Reference Source Link Tags

RT-AC58U BIOS & FIRMWARE | Networking | ASUS Singapore CONFIRM www.asus.com Vendor Advisory

RT-N600 Driver & Tools | Networking | ASUS Canada CONFIRM www.asus.com Vendor Advisory

RT-AC2900｜Whole Home Mesh WiFi Systems｜ASUS Global CONFIRM www.asus.com Vendor Advisory

RT-AC55U | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC86U BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC55UHP | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC52U B1｜WiFi Routers｜Networking / IoT / Servers ｜ASUS Global CONFIRM www.asus.com Vendor Advisory

RT-AC1200 BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-N66W BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC66U BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC1750 BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-ACRH13 BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-N12 D1 BIOS & FIRMWARE | Networking | ASUS USA CONFIRM www.asus.com Vendor Advisory

RT-AC51U | ASUS USA CONFIRM www.asus.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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