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CVE CVE-2018-8840
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-18 20:29:00 UTC
Updated 2019-10-09 23:42:00 UTC
Description A remote attacker could send a carefully crafted packet in InduSoft Web Studio v8.1 and prior versions, and/or InTouch Ma:

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Indusoft Web Studio All All All All
Application Industrial-software Intouch Machine Edition 2017 All All All All

References

Reference Sour«

[R2] Schneider Electric InduSoft Web Studio and InTouch Machine Edition Remote Code Execution - Research Advisory | Tenable™  MISC

Schneider Electric InduSoft Web Studio and InTouch Machine Edition | ICS-CERT MISC
AVEVA - Global Leader in Industrial Software MISC
Malformed Request BID

CVE Program record CVE.(

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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