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Summary

CVE CVE-2018-8861

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-04 17:29:00 UTC

Updated 2019-10-09 23:42:00 UTC

Description Vulnerabilities within the Philips Brilliance CT kiosk environment (Brilliance 64 version 2.6.2 and prior, Brilliance iCT versions 4.1.6 and prior, Brillance iCT SP versions 3.2.4 and prior, and Brilliance CT Big Bore 2.3.5 and prior) could enable a limited-access kiosk user or an unauthorized attacker to break-out from the containment of the kiosk environment, attain elevated privileges from the underlying Windows OS, and access unauthorized resources from the operating system.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Philips Brilliance 64 - All All All

Hardware Philips Brilliance 64 - All All All

Operating System Philips Brilliance Firmware 64 All All All All

Hardware Philips Brilliance Ict - All All All

Hardware Philips Brilliance Ict - All All All

Operating System Philips Brilliance Ict Firmware All All All All

Hardware Philips Brilliance Ict Sp - All All All

Hardware Philips Brilliance Ict Sp - All All All

Operating System Philips Brilliance Ict Sp Firmware All All All All

Hardware Philips Brilliance Ct Big Bore - All All All

Hardware Philips Brilliance Ct Big Bore - All All All

Operating System Philips Brilliance Ct Big Bore Firmware All All All All
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Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry
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Product Security | Philips CONFIRM www.usa.philips.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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