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Summary

CVE CVE-2018-8867

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-18 20:29:00 UTC

Updated 2019-10-09 23:42:00 UTC

Description In GE PACSystems RX3i CPE305/310 version 9.20 and prior, RX3i CPE330 version 9.21 and prior, RX3i CPE 400 version 9.30 and prior, PACSystems RSTi-EP CPE 100 all versions, and PACSystems CPU320/CRU320 RXi all versions, the device does not properly validate input, which could allow a remote attacker to send specially crafted packets causing the device to become unavailable.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ge Pacsystems Cpu320 - All All All

Hardware Ge Pacsystems Cpu320 - All All All

Operating System Ge Pacsystems Cpu320 Firmware - All All All

Operating System Ge Pacsystems Cpu320 Firmware - All All All

Hardware Ge Pacsystems Cru320 - All All All

Hardware Ge Pacsystems Cru320 - All All All

Operating System Ge Pacsystems Cru320 Firmware - All All All

Operating System Ge Pacsystems Cru320 Firmware - All All All

Hardware Ge Pacsystems Rsti-ep Cpe 100 - All All All

Hardware Ge Pacsystems Rsti-ep Cpe 100 - All All All

Operating System Ge Pacsystems Rsti-ep Cpe 100 Firmware - All All All

Operating System Ge Pacsystems Rsti-ep Cpe 100 Firmware - All All All

Hardware Ge Pacsystems Rx3i Cpe305 - All All All

Hardware Ge Pacsystems Rx3i Cpe305 - All All All

Operating System Ge Pacsystems Rx3i Cpe305 Firmware All All All All

Hardware Ge Pacsystems Rx3i Cpe310 - All All All

Hardware Ge Pacsystems Rx3i Cpe310 - All All All
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Hardware Ge Pacsystems Rx3i Cpe310 - All All All

Operating System Ge Pacsystems Rx3i Cpe310 Firmware All All All All

Hardware Ge Pacsystems Rxi - All All All

Hardware Ge Pacsystems Rxi - All All All

Operating System Ge Pacsystems Rxi Firmware - All All All

Operating System Ge Pacsystems Rxi Firmware - All All All

Hardware Ge Rx3i Cpe330 - All All All

Hardware Ge Rx3i Cpe330 - All All All

Operating System Ge Rx3i Cpe330 Firmware All All All All

Hardware Ge Rx3i Cpe 400 - All All All

Hardware Ge Rx3i Cpe 400 - All All All

Operating System Ge Rx3i Cpe 400 Firmware All All All All

References

Reference Source Link

GE PACSystems CPE305/310, CPE330, CPE400, RSTi-EP CPE 100, CPU320/CRU320, RXi | ICS-CERT MISC ics-cert.us-cert.gov

GE PACSystems CVE-2018-8867 Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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