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Summary

CVE CVE-2018-8953

State PUBLIC

Assigner vuln@ca.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-11 17:29:00 UTC

Updated 2018-05-17 17:42:00 UTC

Description CA Workload Automation AE before r11.3.6 SP7 allows remote attackers to a perform SQL injection via a crafted HTTP request.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Workload Automation Ae r11.3.6 sp1 All All

Application Ca Workload Automation Ae r11.3.6 sp2 All All

Application Ca Workload Automation Ae r11.3.6 sp3 All All

Application Ca Workload Automation Ae r11.3.6 sp4 All All

Application Ca Workload Automation Ae r11.3.6 sp5 All All

Application Ca Workload Automation Ae r11.3.6 sp6 All All

Application Ca Workload Automation Ae r11.3.6 sp1 All All

Application Ca Workload Automation Ae r11.3.6 sp2 All All

Application Ca Workload Automation Ae r11.3.6 sp3 All All

Application Ca Workload Automation Ae r11.3.6 sp4 All All

Application Ca Workload Automation Ae r11.3.6 sp5 All All

Application Ca Workload Automation Ae r11.3.6 sp6 All All

Application Ca Workload Automation Ae All All All All
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CA Workload Automation AE and Workload Control Center Multiple Security Vulnerabilities

CA20180329-01: Security Notice for CA Workload Automation AE and CA Workload Control Center

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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