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CVE CVE-2018-8975
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2018-03-25 03:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description The pm_mallocarray?2 function in lib/util/mallocvar.c in Netpbm through 10.81.03 allows remote attackers to cause a denial «

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version Update

Type

Application Netpbm Project Netpbm All All

Edition Language

All All

References

Reference

[SECURITY] Fedora 33 Update: netpbm-10.93.00-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: netpbm-10.93.00-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: netpbm-10.93.00-1.fc33 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:1200-1: moderate: Security update f

pocs/netpbm at master - xiaogx/pocs - GitHub

[SECURITY] Fedora 32 Update: netpbm-10.93.00-1.fc32 - package-announce - Fedora Mailing-Lists
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1]

Source Link T
lists.fedoraproject.org
lists.fedoraproject.org

FEDORA lists.fedoraproject.org

SUSE lists.opensuse.org

MISC github.com E

FEDORA lists.fedoraproject.org

CVE.ORG www.cve.org c

NVD nvd.nist.gov c

e |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671079 EulerOS Security Update for netpbm (EulerOS-SA-2019-2426)


https://cve.report/
https://cve.report/CVE-2018-8975/mitre
https://cve.report/CVE-2018-8975/nist
https://cve.report/CVE-2018-8975/cve_org
https://cve.report/api/cve/CVE-2018-8975.json
https://cve.report/CVE-2018-8975.pdf
http://cve.report/vendor/netpbm_project
http://cve.report/software/netpbm_project/netpbm
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/LVMWVVFEADMA7XIPXFHGSBRYKEGGDFGE/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VEZRUJ5LNGULJL7QUAHPV5LBOKIJYP5I/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/LVMWVVFEADMA7XIPXFHGSBRYKEGGDFGE/
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00056.html
https://github.com/xiaoqx/pocs/blob/master/netpbm
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VEZRUJ5LNGULJL7QUAHPV5LBOKIJYP5I/
https://www.cve.org/CVERecord?id=CVE-2018-8975
https://nvd.nist.gov/vuln/detail/CVE-2018-8975
http://cve.report/qid/671079
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