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Summary

CVE CVE-2018-9062

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-19 19:29:00 UTC

Updated 2019-10-15 18:03:00 UTC

Description In some Lenovo ThinkPad products, one BIOS region is not properly included in the checks, allowing injection of arbitrary code.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo 20hm - All All All

Hardware Lenovo 20hm - All All All

Hardware Lenovo 20hn - All All All

Hardware Lenovo 20hn - All All All

Hardware Lenovo 20hq - All All All

Hardware Lenovo 20hq - All All All

Hardware Lenovo 20hr - All All All

Hardware Lenovo 20hr - All All All

Hardware Lenovo 20jb - All All All

Hardware Lenovo 20jb - All All All

Hardware Lenovo 20jc - All All All

Hardware Lenovo 20jc - All All All

Hardware Lenovo 20jd - All All All

Hardware Lenovo 20jd - All All All

Hardware Lenovo 20je - All All All

Hardware Lenovo 20je - All All All

Hardware Lenovo 20jf - All All All
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Hardware Lenovo 20jf - All All All

Hardware Lenovo 20jf - All All All

Hardware Lenovo 20jg - All All All

Hardware Lenovo 20jg - All All All

Hardware Lenovo 20k3 - All All All

Hardware Lenovo 20k3 - All All All

Hardware Lenovo 20k4 - All All All

Hardware Lenovo 20k4 - All All All

Hardware Lenovo 20k5 - All All All

Hardware Lenovo 20k5 - All All All

Hardware Lenovo 20k6 - All All All

Hardware Lenovo 20k6 - All All All

Hardware Lenovo 20ke - All All All

Hardware Lenovo 20ke - All All All

Hardware Lenovo 20kf - All All All

Hardware Lenovo 20kf - All All All

Hardware Lenovo 20kg - All All All

Hardware Lenovo 20kg - All All All

Hardware Lenovo 20kh - All All All

Hardware Lenovo 20kh - All All All

Hardware Lenovo 20kj - All All All

Hardware Lenovo 20kj - All All All

Hardware Lenovo 20kk - All All All

Hardware Lenovo 20kk - All All All

Hardware Lenovo 20ld - All All All

Hardware Lenovo 20ld - All All All

Hardware Lenovo 20le - All All All

Hardware Lenovo 20le - All All All

Hardware Lenovo 20lf - All All All

Hardware Lenovo 20lf - All All All

Hardware Lenovo 20lg - All All All

Hardware Lenovo 20lg - All All All

Hardware Lenovo E42-80 - All All All

Hardware Lenovo E42-80 - All All All

Operating System Lenovo E42-80 Firmware All All All All

Operating System Lenovo E42-80 Firmware All All All All
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Hardware Lenovo E42-80 Isk - All All All

Hardware Lenovo E42-80 Isk - All All All

Operating System Lenovo E42-80 Isk Firmware All All All All

Operating System Lenovo E42-80 Isk Firmware All All All All

Hardware Lenovo E52-80 - All All All

Hardware Lenovo E52-80 - All All All

Operating System Lenovo E52-80 Firmware All All All All

Operating System Lenovo E52-80 Firmware All All All All

Hardware Lenovo E52-80 Isk - All All All

Hardware Lenovo E52-80 Isk - All All All

Operating System Lenovo E52-80 Isk Firmware All All All All

Operating System Lenovo E52-80 Isk Firmware All All All All

Hardware Lenovo Miix 720-12ikb - All All All

Hardware Lenovo Miix 720-12ikb - All All All

Operating System Lenovo Miix 720-12ikb Firmware All All All All

Operating System Lenovo Miix 720-12ikb Firmware All All All All

Hardware Lenovo Thinkpad E480 - All All All

Hardware Lenovo Thinkpad E480 - All All All

Operating System Lenovo Thinkpad E480 Firmware All All All All

Operating System Lenovo Thinkpad E480 Firmware All All All All

Hardware Lenovo Thinkpad E580 - All All All

Hardware Lenovo Thinkpad E580 - All All All

Operating System Lenovo Thinkpad E580 Firmware All All All All

Operating System Lenovo Thinkpad E580 Firmware All All All All

Hardware Lenovo Thinkpad L380 - All All All

Hardware Lenovo Thinkpad L380 - All All All

Operating System Lenovo Thinkpad L380 Firmware All All All All

Operating System Lenovo Thinkpad L380 Firmware All All All All

Hardware Lenovo Thinkpad L480 - All All All

Hardware Lenovo Thinkpad L480 - All All All

Operating System Lenovo Thinkpad L480 Firmware All All All All

Operating System Lenovo Thinkpad L480 Firmware All All All All

Hardware Lenovo Thinkpad L580 - All All All

Hardware Lenovo Thinkpad L580 - All All All

Operating System Lenovo Thinkpad L580 Firmware All All All All

Operating System Lenovo Thinkpad L580 Firmware All All All All
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Operating System Lenovo Thinkpad L580 Firmware All All All All

Hardware Lenovo Thinkpad P51 - All All All

Hardware Lenovo Thinkpad P51 - All All All

Hardware Lenovo Thinkpad P51s - All All All

Hardware Lenovo Thinkpad P51s - All All All

Operating System Lenovo Thinkpad P51s Firmware All All All All

Operating System Lenovo Thinkpad P51s Firmware All All All All

Operating System Lenovo Thinkpad P51 Firmware All All All All

Operating System Lenovo Thinkpad P51 Firmware All All All All

Hardware Lenovo Thinkpad P52 - All All All

Hardware Lenovo Thinkpad P52 - All All All

Hardware Lenovo Thinkpad P52s - All All All

Hardware Lenovo Thinkpad P52s - All All All

Operating System Lenovo Thinkpad P52s Firmware All All All All

Operating System Lenovo Thinkpad P52s Firmware All All All All

Operating System Lenovo Thinkpad P52 Firmware All All All All

Operating System Lenovo Thinkpad P52 Firmware All All All All

Hardware Lenovo Thinkpad P71 - All All All

Hardware Lenovo Thinkpad P71 - All All All

Operating System Lenovo Thinkpad P71 Firmware All All All All

Operating System Lenovo Thinkpad P71 Firmware All All All All

Hardware Lenovo Thinkpad P72 - All All All

Hardware Lenovo Thinkpad P72 - All All All

Operating System Lenovo Thinkpad P72 Firmware All All All All

Operating System Lenovo Thinkpad P72 Firmware All All All All

Hardware Lenovo Thinkpad S1 - All All All

Hardware Lenovo Thinkpad S1 - All All All

Operating System Lenovo Thinkpad S1 Firmware All All All All

Operating System Lenovo Thinkpad S1 Firmware All All All All

Hardware Lenovo Thinkpad T25 - All All All

Hardware Lenovo Thinkpad T25 - All All All

Operating System Lenovo Thinkpad T25 Firmware All All All All

Operating System Lenovo Thinkpad T25 Firmware All All All All

Hardware Lenovo Thinkpad T470 - All All All

Hardware Lenovo Thinkpad T470 - All All All

Hardware Lenovo Thinkpad T470p - All All All
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Hardware Lenovo Thinkpad T470p - All All All

Operating System Lenovo Thinkpad T470p Firmware All All All All

Operating System Lenovo Thinkpad T470p Firmware All All All All

Hardware Lenovo Thinkpad T470s - All All All

Hardware Lenovo Thinkpad T470s - All All All

Operating System Lenovo Thinkpad T470s Firmware All All All All

Operating System Lenovo Thinkpad T470s Firmware All All All All

Operating System Lenovo Thinkpad T470 Firmware All All All All

Operating System Lenovo Thinkpad T470 Firmware All All All All

Hardware Lenovo Thinkpad T480 - All All All

Hardware Lenovo Thinkpad T480 - All All All

Hardware Lenovo Thinkpad T480s - All All All

Hardware Lenovo Thinkpad T480s - All All All

Operating System Lenovo Thinkpad T480s Firmware All All All All

Operating System Lenovo Thinkpad T480s Firmware All All All All

Operating System Lenovo Thinkpad T480 Firmware All All All All

Operating System Lenovo Thinkpad T480 Firmware All All All All

Hardware Lenovo Thinkpad T570 - All All All

Hardware Lenovo Thinkpad T570 - All All All

Operating System Lenovo Thinkpad T570 Firmware All All All All

Operating System Lenovo Thinkpad T570 Firmware All All All All

Hardware Lenovo Thinkpad T580 - All All All

Hardware Lenovo Thinkpad T580 - All All All

Operating System Lenovo Thinkpad T580 Firmware All All All All

Operating System Lenovo Thinkpad T580 Firmware All All All All

Operating System Lenovo Thinkpad X1 Carbon Firmware All All All All

Operating System Lenovo Thinkpad X1 Carbon Firmware All All All All

Operating System Lenovo Thinkpad X1 Tablet Firmware All All All All

Operating System Lenovo Thinkpad X1 Tablet Firmware All All All All

Operating System Lenovo Thinkpad X1 Yoga Firmware All All All All

Operating System Lenovo Thinkpad X1 Yoga Firmware All All All All

Operating System Lenovo Thinkpad X270 Firmware All All All All

Operating System Lenovo Thinkpad X270 Firmware All All All All

Operating System Lenovo Thinkpad X280 Firmware All All All All

Operating System Lenovo Thinkpad X280 Firmware All All All All
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Hardware Lenovo Thinkpad X380 Yoga - All All All

Hardware Lenovo Thinkpad X380 Yoga - All All All

Operating System Lenovo Thinkpad X380 Yoga Firmware All All All All

Operating System Lenovo Thinkpad X380 Yoga Firmware All All All All

Hardware Lenovo Thinkpad Yoga 11e - All All All

Hardware Lenovo Thinkpad Yoga 11e - All All All

Operating System Lenovo Thinkpad Yoga 11e Firmware All All All All

Operating System Lenovo Thinkpad Yoga 11e Firmware All All All All

Hardware Lenovo Thinkpad Yoga 370 - All All All

Hardware Lenovo Thinkpad Yoga 370 - All All All

Operating System Lenovo Thinkpad Yoga 370 Firmware All All All All

Operating System Lenovo Thinkpad Yoga 370 Firmware All All All All

Hardware Lenovo V310-14ikb - All All All

Hardware Lenovo V310-14ikb - All All All

Operating System Lenovo V310-14ikb Firmware All All All All

Operating System Lenovo V310-14ikb Firmware All All All All

Hardware Lenovo V310-14isk - All All All

Hardware Lenovo V310-14isk - All All All

Operating System Lenovo V310-14isk Firmware All All All All

Operating System Lenovo V310-14isk Firmware All All All All

Hardware Lenovo V310-15ikb - All All All

Hardware Lenovo V310-15ikb - All All All

Operating System Lenovo V310-15ikb Firmware All All All All
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Hardware Lenovo V310-15isk - All All All

Hardware Lenovo V310-15isk - All All All

Operating System Lenovo V310-15isk Firmware All All All All

Operating System Lenovo V310-15isk Firmware All All All All

Hardware Lenovo V510-14ikb - All All All

Hardware Lenovo V510-14ikb - All All All

Operating System Lenovo V510-14ikb Firmware All All All All
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No vendor comments have been submitted for this CVE.
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