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Summary

CVE CVE-2018-9163

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-02 12:29:00 UTC

Updated 2019-02-27 19:18:00 UTC

Description A stored Cross-site scripting (XSS) vulnerability in Zoho ManageEngine Recovery Manager Plus before 5.3 (Build 5350) allows remote authenticated users (with Add New Technician permissions) to inject arbitrary web script or HTML via the loginName field to technicianAction.do.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Recovery Manager Plus All All All All

Application Zohocorp Manageengine Recovery Manager Plus All All All All

References

Reference

ManageEngine Recovery Manager Plus 5.3 - Cross-Site Scripting - Java webapps Exploit

Zoho ManageEngine Recovery Manager Plus 5.3 (Build 5330) Stored Cross-Site-Scripting (XSS) Vulnerability [CVE-2018-9163] | Ahmet GÜREL

RecoveryManager Plus Release Notes - Highlights the new features, enhancements and bug fixes included in each release of this Active Directory backup and recovery tool.

Malformed Request

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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