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CVE CVE-2018-9206

State PUBLIC

Assigner larry0@me.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-11 15:29:00 UTC

Updated 2019-09-11 19:28:00 UTC

Description Unauthenticated arbitrary file upload vulnerability in Blueimp jQuery-File-Upload <= v9.22.0

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jguery File Upload Project Jquery File Upload All All All All

Tags

Exploit
Third F
Third F
Patch,
Exploit
Exploit
Exploit

canoni

canoni

Reference Source Link

Larry Cashdollar Vulnerability MISC www.vapidlabs.com
jQuery-File-Upload CVE-2018-9206 Arbitrary File Upload Vulnerability BID www.securityfocus.com
Multiple Oracle Products CVE-2018-9206 Remote Security Vulnerability BID www.securityfocus.com
Oracle Critical Patch Update - January 2019 CONFIRM www.oracle.com
blueimp's jQuery 9.22.0 - (Arbitrary) File Upload (Metasploit) - PHP remote Exploit EXPLOIT-DB  www.exploit-db.com
Tajer - Unauthenticated Arbitrary File Upload MISC wpvulndb.com
Blueimp's jQuery File Upload 9.22.0 - Arbitrary File Upload Exploit - PHP webapps Exploit EXPLOIT-DB  www.exploit-db.com
CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

q H

No vendor comments have been submitted for this CVE.
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https://www.oracle.com/technetwork/security-advisory/cpujan2019-5072801.html
https://www.exploit-db.com/exploits/45790/
https://wpvulndb.com/vulnerabilities/9136
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981323 Nodejs (npm) Security Update for blueimp-file-upload (GHSA-4¢j8-g9cp-v5wr)
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