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GnuPG 2.2.4 and 2.2.5 does not enforce a configuration in which key certification requires an offline master Certify key, wh

| 1|

Risk And Classification

Problem Types: CWE-320

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Gnupg Gnupg 224 All All All
Gnupg Gnupg 225 All All All
Gnupg Gnupg 224 All All All
Gnupg Gnupg 225 All All All
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& T3844 Able to certify public keys without a certify key present when using smartcard. MISC dev.gnupg.org Issue Tracking, Thir
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

296088 Oracle Solaris 11.4 Support Repository Update (SRU) 9.1.5 Missing (CPUAPR2019)
670177 EulerOS Security Update for gnupg2 (EulerOS-SA-2021-1677)

671115 EulerOS Security Update for gnupg2 (EulerOS-SA-2019-2393)

754987 SUSE Enterprise Linux Security Update for gpg2 (SUSE-SU-2023:3857-1)
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