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CVE CVE-2019-0036
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 20:29:00 UTC

Updated 2021-02-05 16:48:00 UTC

Description When configuring a stateless firewall filter in Junos OS, terms named using the format "internal-n" (e.g. "internal-1", "interne
] i

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 14.1x53 - All All
Operating System Juniper Junos 14.1x53 d10 All All
Operating System Juniper Junos 14.1x53 di5 All All
Operating System Juniper Junos 14.1x53 di6 All All
Operating System Juniper Junos 14.1x53 d25 All All
Operating System Juniper Junos 14.1x53 d26 All All
Operating System Juniper Junos 14.1x53 d27 All All
Operating System Juniper Junos 14.1x53 d30 All All
Operating System Juniper Junos 14.1x53 d35 All All
Operating System Juniper Junos 14.1x53 d40 All All
Operating System Juniper Junos 14.1x53 d42 All All
Operating System Juniper Junos 14.1x53 d43 All All
Operating System Juniper Junos 14.1x53 d44 All All
Operating System Juniper Junos 14.1x53 d45 All All
Operating System Juniper Junos 14.1x53 d46 All All
Operating System Juniper Junos 14.1x53 d47 All All
Operating System Juniper Junos 14.1x53 d48 All All
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uperating System Juniper Junos 10.1 ro All All

Operating System Juniper Junos 16.1 r7 All All
Operating System Juniper Junos 17.2 r1 All All
Operating System Juniper Junos 17.2 r1-s7 All All
Operating System Juniper Junos 17.2 r2 All All
Operating System Juniper Junos 17.2 r3 All All
Operating System Juniper Junos 17.3 r1 All All
Operating System Juniper Junos 17.3 r2 All All
Operating System Juniper Junos 17.3 r3 - All
Operating System Juniper Junos 17.3 r3-s1 All All
Operating System Juniper Junos 17.3 r3-s2 All All
Operating System Juniper Junos 17.3 r3-s3 All All
Operating System Juniper Junos 17.4 r1 All All
Operating System Juniper Junos 17.4 r2 All All
Operating System Juniper Junos 18.1 r1 All All
Operating System Juniper Junos 18.1 r2 All All
Operating System Juniper Junos 18.2 r1 - All
Operating System Juniper Junos 18.2 r1-s3 All All
Operating System Juniper Junos 18.2 r2-si All All
Operating System Juniper Junos 18.2 r2-s2 All All
Operating System Juniper Junos 18.2x75 - All All
Operating System Juniper Junos 18.3 r1-s1 All All
Operating System Juniper Junos 18.4 r1 All All
Operating System Juniper Junos All All All All
Reference

2019-04 Security Bulletin: Junos OS: Firewall filter terms named "internal-1" and "internal-2" being ignored (CVE-2019-0036) - Juniper Networ
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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