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If REST API is enabled, the Junos OS login credentials are vulnerable to brute force attacks. The high default connection lir
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Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Junos All All All All
Juniper Junos 15.1r7-s3 All All All
Juniper Junos 15.1x53-d495 All All All
Juniper Junos 15.1x53-d591 All All All
Juniper Junos 15.1x53-d69 All All All
Juniper Junos 16.1 All All All
Juniper Junos 16.1r4-s12 All All All
Juniper Junos 16.1r6-s6 All All All
Juniper Junos 16.1r7-s3 All All All
Juniper Junos 171 All All All
Juniper Junos 17.1r3 All All All
Juniper Junos 17.2r3-s1 All All All
Juniper Junos 17.4 All All All
Juniper Junos 17.4r2-s2 All All All
Juniper Junos 18.1 All All All
Juniper Junos 18.1r3-s1 All All All
Juniper Junos All All All All
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Operating System Juniper Junos 15.1r7-s3 All All All
Operating System Juniper Junos 15.1x53-d495 All All All
Operating System Juniper Junos 15.1x53-d591 All All All
Operating System Juniper Junos 15.1x53-d69 All All All
Operating System Juniper Junos 16.1r4-s12 All All All
Operating System Juniper Junos 16.1r6-s6 All All All
Operating System Juniper Junos 16.1r7-s3 All All All
Operating System Juniper Junos 17.1r3 All All All
Operating System Juniper Junos 17.2r3-s1 All All All
Operating System Juniper Junos 17.4r2-s2 All All All
Operating System Juniper Junos 18.1r3-s1 All All All
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2019-04 Security Bulletin: Junos OS: Login credentials are vulnerable to brute force attacks through the REST API (CVE-2019-0039) - Junipe!
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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