VE-2019-0047

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-0047
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-09 20:15:00 UTC

Updated 2021-02-05 16:48:00 UTC

Description A persistent Cross-Site Scripting (XSS) vulnerability in Junos OS J-Web interface may allow remote unauthenticated attack
] i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 12.1x46 - All All
Operating System Juniper Junos 12.1x46 d10 All All
Operating System Juniper Junos 12.1x46 di5 All All
Operating System Juniper Junos 12.1x46 d20 All All
Operating System Juniper Junos 12.1x46 d25 All All
Operating System Juniper Junos 12.1x46 d30 All All
Operating System Juniper Junos 12.1x46 d35 All All
Operating System Juniper Junos 12.1x46 d40 All All
Operating System Juniper Junos 12.1x46 d45 All All
Operating System Juniper Junos 12.1x46 d50 All All
Operating System Juniper Junos 12.1x46 ds5 All All
Operating System Juniper Junos 12.1x46 d73 All All
Operating System Juniper Junos 12.3 - All All
Operating System Juniper Junos 12.3 r1 All All
Operating System Juniper Junos 12.3 ri1 All All
Operating System Juniper Junos 12.3 r12 All All
Operating System Juniper Junos 12.3 r2 All All
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Reference Source Link
2019-10 Security Bulletin: Junos OS: Persistent XSS vulnerability in J-Web (CVE-2019-0047) - Juniper Networks ~ MISC kb.juniper.ne
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
A

Vendor Comments And Credit

Discovery Credit
LEGACY: Farid Heydari
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