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CVE CVE-2019-0053
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-11 20:15:00 UTC

Updated 2023-10-08 14:15:00 UTC

Description Insufficient validation of environment variables in the telnet client supplied in Junos OS can lead to stack-based buffer overt
] i

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Juniper Junos 12.3 - All All
Operating System Juniper Junos 12.3 r1 All All
Operating System Juniper Junos 12.3 ri1 All All
Operating System Juniper Junos 12.3 r12 All All
Operating System Juniper Junos 12.3 r13 All All
Operating System Juniper Junos 12.3 r2 All All
Operating System Juniper Junos 12.3 r3 All All
Operating System Juniper Junos 12.3 r4 All All
Operating System Juniper Junos 12.3 r5 All All
Operating System Juniper Junos 12.3 ré All All
Operating System Juniper Junos 12.3 r7 All All
Operating System Juniper Junos 12.3 r8 All All
Operating System Juniper Junos 12.3 r9 All All
Operating System Juniper Junos 12.3r12 All All All
Operating System Juniper Junos 12.3x48 d10 All All
Operating System Juniper Junos 12.3x48 di5 All All
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Operating System Juniper Junos 18.1 r3-s2 All All
Operating System Juniper Junos 18.2 - All All
Operating System Juniper Junos 18.2 r1 All All
Operating System Juniper Junos 18.2 r1-s3 All All
Operating System Juniper Junos 18.2 r1-s4 All All
Operating System Juniper Junos 18.2 r2-s1 All All
Operating System Juniper Junos 18.2x75 - All All
Operating System Juniper Junos 18.2x75 d20 All All
Operating System Juniper Junos 18.3 - All All
Operating System Juniper Junos 18.3 r1 All All
Operating System Juniper Junos 18.3 r1-s1 All All
Operating System Juniper Junos 18.3 r1-s2 All All
Operating System Juniper Junos 18.4 - All All
Operating System Juniper Junos 18.4 r1 All All
Operating System Juniper Junos 18.4 r1-s1 All All
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FreeBSD Security Advisory - FreeBSD-SA-19:12.telnet = Packet Storm

FreeBSD-SA-19:12

[SECURITY] [DLA 3205-1] inetutils security update

[SECURITY] [DLA 3611-1] inetutils security update

2019-07 Security Bulletin: Junos OS: Insufficient validation of environment variables in telnet client may lead to stack-based buffer overflow (C
Bugtraq: FreeBSD Security Advisory FreeBSD-SA-19:12.telnet

GNU inetutils < 1.9.4 - 'telnet.c' Multiple Overflows (PoC) - Linux dos Exploit

CVE Program record

NVD vulnerability detail

4] |

Vendor Comments And Credit

Discovery Credit

LEGACY: Matthew Hickey, Hacker House (https://hacker.house/) who reported this issue on
November 12, 2018.

Legacy QID Mappings

181247 Debian Security Update for inetutils (DLA 3205-1)
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http://packetstormsecurity.com/files/153746/FreeBSD-Security-Advisory-FreeBSD-SA-19-12.telnet.html
https://security.freebsd.org/advisories/FreeBSD-SA-19:12.telnet.asc
https://lists.debian.org/debian-lts-announce/2022/11/msg00033.html
https://lists.debian.org/debian-lts-announce/2023/10/msg00013.html
https://kb.juniper.net/JSA10947
https://seclists.org/bugtraq/2019/Jul/45
https://www.exploit-db.com/exploits/45982
https://www.cve.org/CVERecord?id=CVE-2019-0053
https://nvd.nist.gov/vuln/detail/CVE-2019-0053
http://cve.report/qid/181247
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