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CVE CVE-2019-0055
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-09 20:15:00 UTC
Updated 2021-10-28 12:43:00 UTC
Description A vulnerability in the SIP ALG packet processing service of Juniper Networks Junos OS allows an attacker to cause a Deni:

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Juniper Csrx - All All All
Hardware Juniper Csrx - All All All
Operating System Juniper Junos 12.3x48 d10 All All
Operating System Juniper Junos 12.3x48 di5 All All
Operating System Juniper Junos 12.3x48 d25 All All
Operating System Juniper Junos 12.3x48 d30 All All
Operating System Juniper Junos 12.3x48 d35 All All
Operating System Juniper Junos 12.3x48 d40 All All
Operating System Juniper Junos 12.3x48 d45 All All
Operating System Juniper Junos 12.3x48 d50 All All
Operating System Juniper Junos 12.3x48 d55 All All
Operating System Juniper Junos 12.3x48 fo[]0] All All
Operating System Juniper Junos 15.1x49 - All All
Operating System Juniper Junos 15.1x49 d10 All All
Operating System Juniper Junos 15.1x49 d100 All All
Operating System Juniper Junos 15.1x49 d110 All All
Operating System Juniper Junos 15.1x49 d120 All All
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Hardware Juniper Srx650 - All All All

Hardware Juniper Vsrx - All All All
Hardware Juniper Vsrx - All All All
Reference

SIP ALG - TechLibrary - Juniper Networks

2019-10 Security Bulletin: Junos OS: SRX Series: An attacker may cause flowd to crash by sending certain valid SIP traffic to a device with SI

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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