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Summary

CVE CVE-2019-0119

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-17 16:29:00 UTC

Updated 2021-06-21 15:00:00 UTC

Description Buffer overflow vulnerability in system firmware for Intel(R) Xeon(R) Processor D Family, Intel(R) Xeon(R) Scalable Processor, Intel(R) Server Board, Intel(R) Server System and Intel(R) Compute Module may allow a privileged user to potentially enable escalation of privilege and/or denial of service via local access.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Hns2400lp - All All All

Hardware Intel Hns2400lp - All All All

Operating System Intel Hns2400lp Firmware - All All All

Operating System Intel Hns2400lp Firmware - All All All

Hardware Intel Hns2600bpb - All All All

Hardware Intel Hns2600bpb - All All All

Hardware Intel Hns2600bpb24 - All All All

Hardware Intel Hns2600bpb24 - All All All

Operating System Intel Hns2600bpb24 Firmware - All All All

Operating System Intel Hns2600bpb24 Firmware - All All All

Hardware Intel Hns2600bpblc - All All All

Hardware Intel Hns2600bpblc - All All All

Hardware Intel Hns2600bpblc24 - All All All

Hardware Intel Hns2600bpblc24 - All All All

Operating System Intel Hns2600bpblc24 Firmware - All All All

Operating System Intel Hns2600bpblc24 Firmware - All All All

Operating System Intel Hns2600bpblc Firmware - All All All
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Hardware Intel Hns2600bpq24 - All All All
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