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Summary

CVE CVE-2019-0123

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 20:15:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description Insufficient memory protection in Intel(R) 6th Generation Core Processors and greater, supporting SGX, may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Core I7 8700 - All All All

Operating System Intel Core I7 8700 Firmware - All All All

Hardware Intel Core I7-10510u - All All All

Hardware Intel Core I7-10510u - All All All

Operating System Intel Core I7-10510u Firmware - All All All

Operating System Intel Core I7-10510u Firmware - All All All

Hardware Intel Core I7-10510y - All All All

Hardware Intel Core I7-10510y - All All All

Operating System Intel Core I7-10510y Firmware - All All All

Operating System Intel Core I7-10510y Firmware - All All All

Hardware Intel Core I7-10710u - All All All

Hardware Intel Core I7-10710u - All All All

Operating System Intel Core I7-10710u Firmware - All All All

Operating System Intel Core I7-10710u Firmware - All All All

Hardware Intel Core I7-6500u - All All All

Hardware Intel Core I7-6500u - All All All

Operating System Intel Core I7-6500u Firmware - All All All
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Operating System Intel Core I7-6500u Firmware - All All All
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Hardware Intel Core I7-6560u - All All All

Hardware Intel Core I7-6560u - All All All

Operating System Intel Core I7-6560u Firmware - All All All

Operating System Intel Core I7-6560u Firmware - All All All

Hardware Intel Core I7-6567u - All All All

Hardware Intel Core I7-6567u - All All All

Operating System Intel Core I7-6567u Firmware - All All All

Operating System Intel Core I7-6567u Firmware - All All All

Hardware Intel Core I7-6600u - All All All
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Operating System Intel Core I7-6600u Firmware - All All All

Operating System Intel Core I7-6600u Firmware - All All All

Hardware Intel Core I7-6650u - All All All

Hardware Intel Core I7-6650u - All All All

Operating System Intel Core I7-6650u Firmware - All All All

Operating System Intel Core I7-6650u Firmware - All All All
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