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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2019-0152
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 20:15:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Insufficient memory protection in System Management Mode (SMM) and Intel(R) TXT for certain Intel(R) Xeon(R) Processc

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Intel Xeon Bronze 3104 - All All All
Hardware Intel Xeon Bronze 3104 - All All All
Operating System Intel Xeon Bronze 3104 Firmware - All All All
Operating System Intel Xeon Bronze 3104 Firmware - All All All
Hardware Intel Xeon Bronze 3106 - All All All
Hardware Intel Xeon Bronze 3106 - All All All
Operating System Intel Xeon Bronze 3106 Firmware - All All All
Operating System Intel Xeon Bronze 3106 Firmware - All All All
Hardware Intel Xeon Bronze 3204 - All All All
Hardware Intel Xeon Bronze 3204 - All All All
Operating System Intel Xeon Bronze 3204 Firmware - All All All
Operating System Intel Xeon Bronze 3204 Firmware - All All All
Hardware Intel Xeon D-2123it - All All All
Hardware Intel Xeon D-2123it - All All All
Operating System Intel Xeon D-2123it Firmware - All All All
Operating System Intel Xeon D-2123it Firmware - All All All
Hardware Intel Xeon D-2141i - All All All
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Document Display | HPE Support Center CONFIRM support.hpe.com Third Party Advisory
CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591288 Siemens SIMATIC IPC, SIMATIC ET 200SP Open Controller, SIMOTION P320 Multiple Vulnerabilities (SSA-398519)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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