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Summary

CVE CVE-2019-0155

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 19:15:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description Insufficient access control in a subsystem for Intel (R) processor graphics in 6th, 7th, 8th and 9th Generation Intel(R) Core(TM) Processor Families; Intel(R) Pentium(R) Processor J, N, Silver and Gold Series; Intel(R) Celeron(R) Processor J, N, G3900 and G4900 Series; Intel(R) Atom(R) Processor A and E3900 Series; Intel(R) Xeon(R) Processor E3-1500 v5 and v6, E-2100 and E-2200 Processor Families; Intel(R) Graphics Driver for Windows before 26.20.100.6813 (DCH) or 26.20.100.6812 and before 21.20.x.5077 (aka15.45.5077), i915 Linux Driver for Intel(R) Processor Graphics before versions 5.4-rc7, 5.3.11, 4.19.84, 4.14.154, 4.9.201, 4.4.201 may allow an authenticated user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Hardware Intel Atom X5-e3930 - All All All

Hardware Intel Atom X5-e3930 - All All All

Operating System Intel Atom X5-e3930 Firmware - All All All

Operating System Intel Atom X5-e3930 Firmware - All All All

Hardware Intel Atom X5-e3940 - All All All

Hardware Intel Atom X5-e3940 - All All All

Operating System Intel Atom X5-e3940 Firmware - All All All

Operating System Intel Atom X5-e3940 Firmware - All All All

Hardware Intel Atom X7-e3950 - All All All

Hardware Intel Atom X7-e3950 - All All All

Operating System Intel Atom X7-e3950 Firmware - All All All

Operating System Intel Atom X7-e3950 Firmware - All All All

Hardware Intel Celeron G3900 - All All All

Hardware Intel Celeron G3900 - All All All

Hardware Intel Celeron G3900e - All All All
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Hardware Intel Celeron G3900e - All All All

Hardware Intel Celeron G3900e - All All All

Operating System Intel Celeron G3900e Firmware - All All All

Operating System Intel Celeron G3900e Firmware - All All All

Hardware Intel Celeron G3900t - All All All

Hardware Intel Celeron G3900t - All All All

Hardware Intel Celeron G3900te - All All All

Hardware Intel Celeron G3900te - All All All

Operating System Intel Celeron G3900te Firmware - All All All

Operating System Intel Celeron G3900te Firmware - All All All

Operating System Intel Celeron G3900t Firmware - All All All

Operating System Intel Celeron G3900t Firmware - All All All

Operating System Intel Celeron G3900 Firmware - All All All

Operating System Intel Celeron G3900 Firmware - All All All

Hardware Intel Celeron G3902e - All All All

Hardware Intel Celeron G3902e - All All All

Operating System Intel Celeron G3902e Firmware - All All All

Operating System Intel Celeron G3902e Firmware - All All All

Hardware Intel Celeron G3920 - All All All

Hardware Intel Celeron G3920 - All All All

Operating System Intel Celeron G3920 Firmware - All All All

Operating System Intel Celeron G3920 Firmware - All All All

Hardware Intel Celeron G3930 - All All All

Hardware Intel Celeron G3930 - All All All

Hardware Intel Celeron G3930e - All All All

Hardware Intel Celeron G3930e - All All All

Operating System Intel Celeron G3930e Firmware - All All All

Operating System Intel Celeron G3930e Firmware - All All All

Hardware Intel Celeron G3930t - All All All

Hardware Intel Celeron G3930t - All All All

Hardware Intel Celeron G3930te - All All All

Hardware Intel Celeron G3930te - All All All

Operating System Intel Celeron G3930te Firmware - All All All

Operating System Intel Celeron G3930te Firmware - All All All

Operating System Intel Celeron G3930t Firmware - All All All

Operating System Intel Celeron G3930t Firmware - All All All
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Operating System Intel Celeron G3930 Firmware - All All All

Operating System Intel Celeron G3930 Firmware - All All All

Hardware Intel Celeron G3950 - All All All

Hardware Intel Celeron G3950 - All All All

Operating System Intel Celeron G3950 Firmware - All All All

Operating System Intel Celeron G3950 Firmware - All All All

Hardware Intel Celeron G4900 - All All All

Hardware Intel Celeron G4900 - All All All

Hardware Intel Celeron G4900t - All All All

Hardware Intel Celeron G4900t - All All All

Operating System Intel Celeron G4900t Firmware - All All All

Operating System Intel Celeron G4900t Firmware - All All All

Operating System Intel Celeron G4900 Firmware - All All All

Operating System Intel Celeron G4900 Firmware - All All All

Hardware Intel Celeron G4920 - All All All

Hardware Intel Celeron G4920 - All All All

Operating System Intel Celeron G4920 Firmware - All All All

Operating System Intel Celeron G4920 Firmware - All All All

Hardware Intel Celeron G4930 - All All All

Hardware Intel Celeron G4930 - All All All

Hardware Intel Celeron G4930e - All All All

Hardware Intel Celeron G4930e - All All All

Operating System Intel Celeron G4930e Firmware - All All All

Operating System Intel Celeron G4930e Firmware - All All All

Hardware Intel Celeron G4930t - All All All

Hardware Intel Celeron G4930t - All All All

Operating System Intel Celeron G4930t Firmware - All All All

Operating System Intel Celeron G4930t Firmware - All All All

Operating System Intel Celeron G4930 Firmware - All All All

Operating System Intel Celeron G4930 Firmware - All All All

Hardware Intel Celeron G4932e - All All All

Hardware Intel Celeron G4932e - All All All

Operating System Intel Celeron G4932e Firmware - All All All
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Hardware Intel Celeron G4950 - All All All

Operating System Intel Celeron G4950 Firmware - All All All

Operating System Intel Celeron G4950 Firmware - All All All

Hardware Intel Celeron J1750 - All All All

Hardware Intel Celeron J1750 - All All All

Operating System Intel Celeron J1750 Firmware - All All All

Operating System Intel Celeron J1750 Firmware - All All All

Hardware Intel Celeron J1800 - All All All

Hardware Intel Celeron J1800 - All All All

Operating System Intel Celeron J1800 Firmware - All All All

Operating System Intel Celeron J1800 Firmware - All All All

Hardware Intel Celeron J1850 - All All All

Hardware Intel Celeron J1850 - All All All

Operating System Intel Celeron J1850 Firmware - All All All
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Hardware Intel Celeron J1900 - All All All

Hardware Intel Celeron J1900 - All All All

Operating System Intel Celeron J1900 Firmware - All All All

Operating System Intel Celeron J1900 Firmware - All All All

Hardware Intel Celeron J3060 - All All All

Hardware Intel Celeron J3060 - All All All

Operating System Intel Celeron J3060 Firmware - All All All

Operating System Intel Celeron J3060 Firmware - All All All

Hardware Intel Celeron J3160 - All All All

Hardware Intel Celeron J3160 - All All All

Operating System Intel Celeron J3160 Firmware - All All All
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Hardware Intel Celeron J3355 - All All All

Hardware Intel Celeron J3355 - All All All
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http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_g4950
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_g4950_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_g4950_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1750
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1750
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1750_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1750_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1800
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1800
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1800_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1800_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1850
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1850
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1850_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1850_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1900
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1900
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1900_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1900_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3060
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3060
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3060_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3060_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3160
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3160
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3160_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3160_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355e
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355e
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355e_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355e_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3455


Hardware Intel Celeron J3455 - All All All

Operating System Intel Celeron J3455 Firmware - All All All

Operating System Intel Celeron J3455 Firmware - All All All

Hardware Intel Celeron J4005 - All All All

Hardware Intel Celeron J4005 - All All All

Operating System Intel Celeron J4005 Firmware - All All All

Operating System Intel Celeron J4005 Firmware - All All All

Hardware Intel Celeron J4025 - All All All

Hardware Intel Celeron J4025 - All All All

Operating System Intel Celeron J4025 Firmware - All All All
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Hardware Intel Celeron J4105 - All All All

Hardware Intel Celeron J4105 - All All All

Operating System Intel Celeron J4105 Firmware - All All All
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Hardware Intel Celeron J4125 - All All All
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Hardware Intel Celeron N2810 - All All All
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Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

USN-4186-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

INTEL-SA-00242 MISC www.intel.com Vendor Advisory

Intel SA-00242 Graphics Drivers Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

myF5 support.f5.com
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Slackware Security Advisory - Slackware 14.2 kernel Updates ≈ Packet Storm MISC packetstormsecurity.com Third Party Advisory, VDB Entry
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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