
CVE-2019-0174
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-0174

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-13 16:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Logic condition in specific microprocessors may allow an authenticated user to potentially enable partial physical address information disclosure via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel 2000e - All All All

Hardware Intel 2000e - All All All

Operating System Intel 2000e Firmware - All All All

Operating System Intel 2000e Firmware - All All All

Hardware Intel 2002e - All All All

Hardware Intel 2002e - All All All

Operating System Intel 2002e Firmware - All All All

Operating System Intel 2002e Firmware - All All All

Hardware Intel 2950m - All All All

Hardware Intel 2950m - All All All

Operating System Intel 2950m Firmware - All All All

Operating System Intel 2950m Firmware - All All All

Hardware Intel 2955u - All All All

Hardware Intel 2955u - All All All

Operating System Intel 2955u Firmware - All All All

Operating System Intel 2955u Firmware - All All All

Hardware Intel 2957u - All All All
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Hardware Intel 2957u - All All All

Hardware Intel 2957u - All All All

Operating System Intel 2957u Firmware - All All All

Operating System Intel 2957u Firmware - All All All

Hardware Intel 2961y - All All All

Hardware Intel 2961y - All All All

Operating System Intel 2961y Firmware - All All All

Operating System Intel 2961y Firmware - All All All

Hardware Intel 2970m - All All All

Hardware Intel 2970m - All All All

Operating System Intel 2970m Firmware - All All All

Operating System Intel 2970m Firmware - All All All

Hardware Intel 2980u - All All All

Hardware Intel 2980u - All All All

Operating System Intel 2980u Firmware - All All All

Operating System Intel 2980u Firmware - All All All

Hardware Intel 2981u - All All All

Hardware Intel 2981u - All All All

Operating System Intel 2981u Firmware - All All All

Operating System Intel 2981u Firmware - All All All

Hardware Intel 3550m - All All All

Hardware Intel 3550m - All All All

Operating System Intel 3550m Firmware - All All All

Operating System Intel 3550m Firmware - All All All

Hardware Intel 3556u - All All All

Hardware Intel 3556u - All All All

Operating System Intel 3556u Firmware - All All All

Operating System Intel 3556u Firmware - All All All

Hardware Intel 3558u - All All All

Hardware Intel 3558u - All All All

Operating System Intel 3558u Firmware - All All All

Operating System Intel 3558u Firmware - All All All

Hardware Intel 3560m - All All All

Hardware Intel 3560m - All All All

Operating System Intel 3560m Firmware - All All All

Operating System Intel 3560m Firmware - All All All
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Hardware Intel 3560y - All All All

Hardware Intel 3560y - All All All

Operating System Intel 3560y Firmware - All All All

Operating System Intel 3560y Firmware - All All All

Hardware Intel 3561y - All All All

Hardware Intel 3561y - All All All

Operating System Intel 3561y Firmware - All All All

Operating System Intel 3561y Firmware - All All All

Hardware Intel 3805u - All All All

Hardware Intel 3805u - All All All

Operating System Intel 3805u Firmware - All All All

Operating System Intel 3805u Firmware - All All All

Hardware Intel 3825u - All All All

Hardware Intel 3825u - All All All

Operating System Intel 3825u Firmware - All All All

Operating System Intel 3825u Firmware - All All All

Hardware Intel E3-1220 3 All All All

Hardware Intel E3-1220 3 All All All

Hardware Intel E3-1220l 3 All All All

Hardware Intel E3-1220l 3 All All All

Operating System Intel E3-1220l Firmware - All All All

Operating System Intel E3-1220l Firmware - All All All

Operating System Intel E3-1220 Firmware - All All All

Operating System Intel E3-1220 Firmware - All All All

Hardware Intel E3-1225 3 All All All

Hardware Intel E3-1225 3 All All All

Operating System Intel E3-1225 Firmware - All All All

Operating System Intel E3-1225 Firmware - All All All

Hardware Intel E3-1226 3 All All All

Hardware Intel E3-1226 3 All All All

Operating System Intel E3-1226 Firmware - All All All

Operating System Intel E3-1226 Firmware - All All All

Hardware Intel E3-1230 3 All All All

Hardware Intel E3-1230 3 All All All

Hardware Intel E3-1230l 3 All All All

Hardware Intel E3-1230l 3 All All All

http://cve.report/vendor/intel
http://cve.report/software/intel/3560y
http://cve.report/vendor/intel
http://cve.report/software/intel/3560y
http://cve.report/vendor/intel
http://cve.report/software/intel/3560y_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3560y_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3561y
http://cve.report/vendor/intel
http://cve.report/software/intel/3561y
http://cve.report/vendor/intel
http://cve.report/software/intel/3561y_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3561y_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3805u
http://cve.report/vendor/intel
http://cve.report/software/intel/3805u
http://cve.report/vendor/intel
http://cve.report/software/intel/3805u_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3805u_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3825u
http://cve.report/vendor/intel
http://cve.report/software/intel/3825u
http://cve.report/vendor/intel
http://cve.report/software/intel/3825u_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3825u_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220l
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220l
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220l_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220l_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1220_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1225
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1225
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1225_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1225_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1226
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1226
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1226_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1226_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1230
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1230
http://cve.report/vendor/intel
http://cve.report/software/intel/e3-1230l


Hardware Intel E3-1230l 3 All All All

Operating System Intel E3-1230l Firmware - All All All

Operating System Intel E3-1230l Firmware - All All All

Operating System Intel E3-1230 Firmware - All All All

Operating System Intel E3-1230 Firmware - All All All

Hardware Intel E3-1231 3 All All All

Hardware Intel E3-1231 3 All All All

Operating System Intel E3-1231 Firmware - All All All

Operating System Intel E3-1231 Firmware - All All All

Hardware Intel E3-1240 3 All All All

Hardware Intel E3-1240 3 All All All

Hardware Intel E3-1240l 3 All All All

Hardware Intel E3-1240l 3 All All All

Operating System Intel E3-1240l Firmware - All All All

Operating System Intel E3-1240l Firmware - All All All

Operating System Intel E3-1240 Firmware - All All All

Operating System Intel E3-1240 Firmware - All All All

Hardware Intel E3-1241 3 All All All

Hardware Intel E3-1241 3 All All All

Operating System Intel E3-1241 Firmware - All All All

Operating System Intel E3-1241 Firmware - All All All

Hardware Intel E3-1245 3 All All All

Hardware Intel E3-1245 3 All All All

Operating System Intel E3-1245 Firmware - All All All

Operating System Intel E3-1245 Firmware - All All All

Hardware Intel E3-1246 3 All All All

Hardware Intel E3-1246 3 All All All

Operating System Intel E3-1246 Firmware - All All All

Operating System Intel E3-1246 Firmware - All All All

Hardware Intel E3-1265l 3 All All All

Hardware Intel E3-1265l 3 All All All

Operating System Intel E3-1265l Firmware - All All All

Operating System Intel E3-1265l Firmware - All All All

Hardware Intel E3-1268l 3 All All All

Hardware Intel E3-1268l 3 All All All

Operating System Intel E3-1268l Firmware - All All All
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Operating System Intel E3-1268l Firmware - All All All

Hardware Intel E3-1270 3 All All All

Hardware Intel E3-1270 3 All All All

Operating System Intel E3-1270 Firmware - All All All

Operating System Intel E3-1270 Firmware - All All All

Hardware Intel E3-1271 3 All All All

Hardware Intel E3-1271 3 All All All

Operating System Intel E3-1271 Firmware - All All All

Operating System Intel E3-1271 Firmware - All All All

Hardware Intel E3-1275 3 All All All

Hardware Intel E3-1275 3 All All All

Hardware Intel E3-1275l 3 All All All

Hardware Intel E3-1275l 3 All All All

Operating System Intel E3-1275l Firmware - All All All

Operating System Intel E3-1275l Firmware - All All All

Operating System Intel E3-1275 Firmware - All All All

Operating System Intel E3-1275 Firmware - All All All

Hardware Intel E3-1276 3 All All All

Hardware Intel E3-1276 3 All All All

Operating System Intel E3-1276 Firmware - All All All

Operating System Intel E3-1276 Firmware - All All All

Hardware Intel E3-1280 3 All All All

Hardware Intel E3-1280 3 All All All

Operating System Intel E3-1280 Firmware - All All All

Operating System Intel E3-1280 Firmware - All All All

Hardware Intel E3-1281 3 All All All

Hardware Intel E3-1281 3 All All All

Operating System Intel E3-1281 Firmware - All All All

Operating System Intel E3-1281 Firmware - All All All

Hardware Intel E3-1285 3 All All All

Hardware Intel E3-1285 3 All All All

Hardware Intel E3-1285l 3 All All All

Hardware Intel E3-1285l 3 All All All

Operating System Intel E3-1285l Firmware - All All All

Operating System Intel E3-1285l Firmware - All All All
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Operating System Intel E3-1285 Firmware - All All All

Operating System Intel E3-1285 Firmware - All All All

Hardware Intel E3-1286 3 All All All

Hardware Intel E3-1286 3 All All All

Hardware Intel E3-1286l 3 All All All

Hardware Intel E3-1286l 3 All All All

Operating System Intel E3-1286l Firmware - All All All

Operating System Intel E3-1286l Firmware - All All All

Operating System Intel E3-1286 Firmware - All All All

Operating System Intel E3-1286 Firmware - All All All

Hardware Intel E5-1428l 3 All All All

Hardware Intel E5-1428l 3 All All All

Operating System Intel E5-1428l Firmware - All All All

Operating System Intel E5-1428l Firmware - All All All

Hardware Intel E5-1620 3 All All All

Hardware Intel E5-1620 3 All All All

Operating System Intel E5-1620 Firmware - All All All

Operating System Intel E5-1620 Firmware - All All All

Hardware Intel E5-1630 3 All All All

Hardware Intel E5-1630 3 All All All

Operating System Intel E5-1630 Firmware - All All All

Operating System Intel E5-1630 Firmware - All All All

Hardware Intel E5-1650 3 All All All

Hardware Intel E5-1650 3 All All All

Operating System Intel E5-1650 Firmware - All All All

Operating System Intel E5-1650 Firmware - All All All

Hardware Intel E5-1660 3 All All All

Hardware Intel E5-1660 3 All All All

Operating System Intel E5-1660 Firmware - All All All

Operating System Intel E5-1660 Firmware - All All All

Hardware Intel E5-1680 3 All All All

Hardware Intel E5-1680 3 All All All

Operating System Intel E5-1680 Firmware - All All All

Operating System Intel E5-1680 Firmware - All All All

Hardware Intel E5-2408l 3 All All All

Hardware Intel E5-2408l 3 All All All
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