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Summary

CVE CVE-2019-0186

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-26 16:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description The input fields of the Apache Pluto "Chat Room" demo portlet 3.0.0 and 3.0.1 are vulnerable to Cross-Site Scripting (XSS) attacks. Mitigation: * Uninstall the ChatRoomDemo war file - or - * migrate to version 3.1.0 of the chat-room-demo war file

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Pluto 3.0.0 All All All

Application Apache Pluto 3.0.1 All All All

Application Apache Pluto 3.0.0 All All All

Application Apache Pluto 3.0.1 All All All

References

Reference Source

Apache Pluto 3.0.0 / 3.0.1 Cross Site Scripting ≈ Packet Storm MISC

oss-security - [CVE-2019-0186] The input fields of the Chat Room demo are vulnerable to Cross-Site Scripting (XSS) attacks MLIST

Pony Mail! MLIST

[CVE-2019-0186] The input fields of the Chat Room demo are vulnerable to Cross-Site Scripting (XSS) attacks MLIST

[CVE-2019-0186] The input fields of the Chat Room demo are vulnerable to Cross-Site Scripting (XSS) attacks

Pluto – Pluto Security MISC

Pony Mail!

Apache Pluto CVE-2019-0186 Cross Site Scripting Vulnerability BID

Apache Pluto 3.0.0 / 3.0.1 - Persistent Cross-Site Scripting - Java webapps Exploit EXPLOIT-DB
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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