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Summary

CVE CVE-2019-0187

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-06 17:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Unauthenticated RCE is possible when JMeter is used in distributed mode (-r or -R command line options). Attacker can establish a RMI connection to a jmeter-server using RemoteJMeterEngine and proceed with an attack using untrusted data deserialization. This only affect tests running in Distributed mode. Note that versions before 4.0 are not able to encrypt traffic between the nodes, nor authenticate the participating nodes so upgrade to JMeter 5.1 is also advised.

Risk And Classification

Problem Types: CWE-327 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Jmeter 4.0 All All All

Application Apache Jmeter 5.0 All All All

Application Apache Jmeter 4.0 All All All

Application Apache Jmeter 5.0 All All All

References

Reference Source Link

Apache JMeter CVE-2019-0187 Remote Code Execution Vulnerability BID www.securityfocus.com

[SECURITY] CVE-2019-0187: Apache JMeter Missing client auth for RMI connection when distributed test is used MLIST mail-archives.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980811 Java (maven) Security Update for org.apache.jmeter:ApacheJMeter (GHSA-wg37-7mrv-cfwm)
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