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CVE CVE-2019-0188
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-28 19:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Apache Camel prior to 2.24.0 contains an XML external entity injection (XXE) vulnerability (CWE-611) due to using an outd
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Camel All All All All

Application Apache Camel All All All All

Application Oracle Enterprise Data Quality 11.1.1.9.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

Reference Source Link
Pony Mail! lists.apact
Pony Mail! lists.apact
Oracle Critical Patch Update Advisory - July 2020 MISC www.oracl
Pony Mail! lists.apact
Pony Mail! MLIST lists.apact
Pony Mail! MLIST lists.apact
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https://cve.report/CVE-2019-0188.pdf
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https://lists.apache.org/thread.html/00118387610522b107cbdcec5369ddd512b576ff0236a02bfca12f44%2540%253Cusers.camel.apache.org%253E
https://lists.apache.org/thread.html/fe74d173689600d9a395d026f0bf5d154c0bf7bd195ecfbc2c987036%2540%253Cdev.tamaya.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2020.html
https://lists.apache.org/thread.html/6fefbd90f7fb4c8412d85ea3e9e97a4b76b47e206f502c73c29dc0b7%2540%253Ccommits.tamaya.apache.org%253E
https://lists.apache.org/thread.html/eed73fc18d4fa3e2341cd0ab101b47f06b16c7efc1cb73791c524c9d@%253Cdev.tamaya.apache.org%253E
https://lists.apache.org/thread.html/84ba9b79e801a4148dde73d1969cdae0247d11ff63de7ce11b394dc5@%253Ccommits.tamaya.apache.org%253E
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Pony Mail! MLIST lists.apact
Pony Mail! lists.apact
Pony Mail! MLIST lists.apact
Pony Mail! lists.apact
Pony Mail! lists.apact
Page not found - GitHub - GitHub CONFIRM  github.con
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Pony Mail! lists.apact
Pony Mail! MLIST lists.apact
Pony Mail! MLIST lists.apact
Pony Mail! lists.apact

oss-security - [SECURITY][ERRATA-CORRIGE] New security advisory CVE-2019-0188 released for Apache Camel MLIST www.oper

Pony Mail! MLIST lists.apact
Oracle Critical Patch Update - October 2019 MISC www.oracl
Pony Mail! lists.apact
Oracle Critical Patch Update Advisory - January 2021 MISC www.oracl
Malformed Request BID WwWW.Secu
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982978 Java (maven) Security Update for org.apache.camel:camel-core (GHSA-h896-mx9x-g329)
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