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Summary

CVE CVE-2019-0188

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-28 19:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description Apache Camel prior to 2.24.0 contains an XML external entity injection (XXE) vulnerability (CWE-611) due to using an outdated vulnerable JSON-lib library. This affects only the camel-xmljson component, which was removed.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Camel All All All All

Application Apache Camel All All All All

Application Oracle Enterprise Data Quality 11.1.1.9.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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