CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-0190

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-0190

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback
2019-01-30 22:29:00 UTC

2023-11-07 03:01:00 UTC

A bug exists in the way mod_ssl handled client renegotiations. A remote attacker could send a carefully crafted request tha:
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Hittp Server 2.4.37 All All All
Apache Http Server 2.4.37 All All All
Openssl Openssl All All All All
Openssl Openssl All All All All
Oracle Enterprise Manager Ops Center 12.3.3 All All All
Oracle Enterprise Manager Ops Center 12.3.3 All All All
Oracle Hospitality Guest Access 4.2.0 All All All
Oracle Hospitality Guest Access 421 All All All
Oracle Hospitality Guest Access 4.2.0 All All All
Oracle Hospitality Guest Access 421 All All All
Oracle Instantis Enterprisetrack 171 All All All
Oracle Instantis Enterprisetrack 17.2 All All All
Oracle Instantis Enterprisetrack 17.3 All All All
Oracle Instantis Enterprisetrack 171 All All All
Oracle Instantis Enterprisetrack 17.2 All All All
Oracle Instantis Enterprisetrack 17.3 All All All
Oracle Retail Xstore Point Of Service 7.0 All All All


https://cve.report/
https://cve.report/CVE-2019-0190/mitre
https://cve.report/CVE-2019-0190/nist
https://cve.report/CVE-2019-0190/cve_org
https://cve.report/CVE-2019-0190.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_xstore_point_of_service

Application Oracle Retail Xstore Point Of Service 71 All
Application Oracle Retail Xstore Point Of Service 7.0 All

Application Oracle Retail Xstore Point Of Service 71 All

All

All

All

All

All

All

References

Reference

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - July 2021

Pony Mail!

Pony Mail!

Pony Mail!

January 2019 Apache HTTP Server Vulnerabilities in NetApp Products | NetApp Product Security
Pony Mail!

Apache: Multiple vulnerabilities (GLSA 201903-21) — Gentoo security
Pony Mail!

Oracle Critical Patch Update - July 2019

Apache HTTP Server CVE-2019-0190 Denial of Service Vulnerability
Pony Mail!

Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Source

MLIST

MLIST

MLIST

MLIST

MLIST

N/A

MLIST

CONFIRM

MLIST

GENTOO

MISC

BID

MLIST

CONFIRM

MLIST

MLIST

MLIST

Link
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
www.oracle.com
lists.apache.org
lists.apache.org

lists.apache.org

security.netapp.com

lists.apache.org

security.gentoo.org

lists.apache.org

www.oracle.com

www.securityfocus.com

lists.apache.org
httpd.apache.org
lists.apache.org
lists.apache.org
lists.apache.org

lists.apache.org

Te

Tt

Tt

Tt

Ve


http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_xstore_point_of_service
http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_xstore_point_of_service
http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_xstore_point_of_service
https://lists.apache.org/thread.html/rd336919f655b7ff309385e34a143e41c503e133da80414485b3abcc9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r03ee478b3dda3e381fd6189366fa7af97c980d2f602846eef935277d@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re473305a65b4db888e3556e4dae10c2a04ee89dcff2e26ecdbd860a9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r03ee478b3dda3e381fd6189366fa7af97c980d2f602846eef935277d%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234@%253Ccvs.httpd.apache.org%253E
https://www.oracle.com//security-alerts/cpujul2021.html
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd2fb621142e7fa187cfe12d7137bf66e7234abcbbcd800074c84a538%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba@%253Ccvs.httpd.apache.org%253E
https://security.netapp.com/advisory/ntap-20190125-0001/
https://lists.apache.org/thread.html/re473305a65b4db888e3556e4dae10c2a04ee89dcff2e26ecdbd860a9@%253Ccvs.httpd.apache.org%253E
https://security.gentoo.org/glsa/201903-21
https://lists.apache.org/thread.html/r06f0d87ebb6d59ed8379633f36f72f5b1f79cadfda72ede0830b42cf%2540%253Ccvs.httpd.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpujul2019-5072835.html
http://www.securityfocus.com/bid/106743
https://lists.apache.org/thread.html/r06f0d87ebb6d59ed8379633f36f72f5b1f79cadfda72ede0830b42cf@%253Ccvs.httpd.apache.org%253E
https://httpd.apache.org/security/vulnerabilities_24.html
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd2fb621142e7fa187cfe12d7137bf66e7234abcbbcd800074c84a538@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd336919f655b7ff309385e34a143e41c503e133da80414485b3abcc9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f%2540%253Ccvs.httpd.apache.org%253E

Fony Mail! MLIS | lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org M

Oracle Critical Patch Update Advisory - April 2019 MISC www.oracle.com Tt

CVE Program record CVE.ORG www.cve.org ca

NVD vulnerability detail NVD nvd.nist.gov ca
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)
500016 Alpine Linux Security Update for apache2
503707 Alpine Linux Security Update for apache2

710186 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201903-21)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f@%253Ccvs.httpd.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2019-0190
https://nvd.nist.gov/vuln/detail/CVE-2019-0190
http://cve.report/qid/377378
http://cve.report/qid/500016
http://cve.report/qid/503707
http://cve.report/qid/710186
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-0190
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


