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Summary

CVE CVE-2019-0191

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:01:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description Apache Karaf kar deployer reads .kar archives and extracts the paths from the "repository/" and "resources/" entries in the zip file. It then writes out the content of these paths to the Karaf repo and resources directories. However, it doesn't do any validation on the paths in the zip file. This means that a malicious user could craft a .kar file with ".." directory names and break out of the directories to write arbitrary content to the filesystem. This is the "Zip-slip" vulnerability - https://snyk.io/research/zip-slip-vulnerability. This vulnerability is low if the Karaf process user has limited permission on the filesystem. Any Apache Karaf releases prior 4.2.3 is impacted.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Karaf All All All All

Application Apache Karaf All All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Apache Karaf CVE-2019-0191 Arbitrary File Overwrite Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376223 Apache Karaf Multiple Vulnerabilities

https://cve.report/
https://cve.report/CVE-2019-0191/mitre
https://cve.report/CVE-2019-0191/nist
https://cve.report/CVE-2019-0191/cve_org
https://cve.report/CVE-2019-0191.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/karaf
http://cve.report/vendor/apache
http://cve.report/software/apache/karaf
https://lists.apache.org/thread.html/6856aa7ed7dd805eaf65d0e5e95027dda3b2307aacd1ab4a838c5cd1@%253Cuser.karaf.apache.org%253E
https://lists.apache.org/thread.html/cef9a2d4b547625e5214684283ac5c59c9d9740e092e777dc3f85070%2540%253Ccommits.karaf.apache.org%253E
https://lists.apache.org/thread.html/cef9a2d4b547625e5214684283ac5c59c9d9740e092e777dc3f85070@%253Ccommits.karaf.apache.org%253E
http://www.securityfocus.com/bid/107462
https://lists.apache.org/thread.html/6856aa7ed7dd805eaf65d0e5e95027dda3b2307aacd1ab4a838c5cd1%2540%253Cuser.karaf.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-0191
https://nvd.nist.gov/vuln/detail/CVE-2019-0191
http://cve.report/qid/376223
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