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Summary

CVE CVE-2019-0192

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-07 21:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description In Apache Solr versions 5.0.0 to 5.5.5 and 6.0.0 to 6.6.5, the Config API allows to configure the JMX server via an HTTP POST request. By pointing it to a malicious RMI server, an attacker could take advantage of Solr's unsafe deserialization to trigger remote code execution on the Solr side.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr All All All All

Application Apache Solr All All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All
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