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Summary

CVE CVE-2019-0193

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-01 14:15:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description In Apache Solr, the DataImportHandler, an optional but popular module to pull in data from databases and other sources, has a feature in which the whole DIH configuration can come from a request's "dataConfig" parameter. The debug mode of the DIH admin screen uses this to allow convenient debugging / development of a DIH config. Since a DIH config can contain scripts, this parameter is a security risk. Starting with version 8.2.0 of Solr, use of this parameter requires setting the Java System property "enable.dih.dataConfigParam" to true.

Risk And Classification

EPSS: 0.934380000 probability, percentile 0.998190000 (date 2026-04-19)

CISA KEV: Listed on 2021-12-10; due 2022-06-10; ransomware use Unknown

Problem Types: CWE-94

CISA Known Exploited Vulnerability

Vendor Apache

Product Solr

Name Apache Solr DataImportHandler Code Injection Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2019-0193

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr All All All All

Application Apache Solr All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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