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Apache Camel's File is vulnerable to directory traversal. Camel 2.21.0 to 2.21.3, 2.22.0 t0 2.22.2, 2.23.0 and the unsupport:
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Camel 2.23.0 All All All
Apache Camel 2.23.0 All All All
Apache Camel All All All All
Apache Camel All All All All
Apache Camel All All All All
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Apache Camel CVE-2019-0194 Directory Traversal Vulnerability BID

Pony Mail! MLIST
Pony Mail!
Pony Mail! MISC

oss-security - [SECURITY] New security advisory CVE-2019-0194 released for Apache Camel MLIST

Pony Mail! MLIST
Pony Mail!

CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] i

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

www.securityfocus.com
lists.apache.org

lists.apache.org

lists.apache.org Explo
www.openwall.com Explo
lists.apache.org Explo

lists.apache.org

WWW.Cve.org canor

nvd.nist.gov canor

981796 Java (maven) Security Update for org.apache.camel:camel-core (GHSA-4wjg-69rc-8wcp)
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