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CVE CVE-2019-0197
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-06-11 22:29:00 UTC
Updated 2023-11-07 03:01:00 UTC

Description A vulnerability was found in Apache HTTP Server 2.4.34 to 2.4.38. When HTTP/2 was enabled for a http: host or H2Upgrac
i

/ |

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server All All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 42.3 All All All
Application Oracle Communications Session Report Manager 8.0.0 All All All
Application Oracle Communications Session Report Manager 8.1.0 All All All
Application Oracle Communications Session Report Manager 8.1.1 All All All
Application Oracle Communications Session Report Manager 8.2.0 All All All
Application Oracle Communications Session Route Manager 8.0.0 All All All
Application Oracle Communications Session Route Manager 8.1.0 All All All
Application Oracle Communications Session Route Manager 8.1.1 All All All
Application Oracle Communications Session Route Manager 8.2.0 All All All
Application Oracle Enterprise Manager Ops Center 12.3.3 All All All
Application Oracle Enterprise Manager Ops Center 12.4.0 All All All
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Application Oracle Hitp Server 12.2.1.3.0 Al
Application Oracle Instantis Enterprisetrack 171

Application Oracle Instantis Enterprisetrack 17.2

Application Oracle Instantis Enterprisetrack 17.3

Application Oracle Retail Xstore Point Of Service 7.0

Application Oracle Retail Xstore Point Of Service 71

Operating System Redhat Enterprise Linux 6.0

Operating System Redhat Enterprise Linux 7.0

Application Redhat Jboss Core Services 1.0

All All
All All
All All
All All
All All
All All
All All
All All
All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500017 Alpine Linux Security Update for apache2

503708 Alpine Linux Security Update for apache2

940248 AlmalLinux Security Update for httpd:2.4 (ALSA-2020:4751)

960434 Rocky Linux Security Update for httpd:2.4 (RLSA-2020:4751)

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)
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