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CVE CVE-2019-0199
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 15:29:00 UTC
Updated 2023-12-08 16:41:00 UTC
Description The HTTP/2 implementation in Apache Tomcat 9.0.0.M1 to 9.0.14 and 8.5.0 to 8.5.37 accepted streams with excessive nur

/ ]
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 9.0.0 m1 All All
Application Apache Tomcat 9.0.0 m10 All All
Application Apache Tomcat 9.0.0 mi1 All All
Application Apache Tomcat 9.0.0 m12 All All
Application Apache Tomcat 9.0.0 m13 All All
Application Apache Tomcat 9.0.0 m14 All All
Application Apache Tomcat 9.0.0 m15 All All
Application Apache Tomcat 9.0.0 m16 All All
Application Apache Tomcat 9.0.0 mi7 All All
Application Apache Tomcat 9.0.0 m18 All All
Application Apache Tomcat 9.0.0 m19 All All
Application Apache Tomcat 9.0.0 m2 All All
Application Apache Tomcat 9.0.0 m20 All All
Application Apache Tomcat 9.0.0 m21 All All
Application Apache Tomcat 9.0.0 m3 All All
Application Apache Tomcat 9.0.0 mé4 All All
Application Apache Tomcat 9.0.0 m5 All All
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CVE Program record CVE.ORG  www.cve.org Cé
NVD vulnerability detail NVD nvd.nist.gov Cé
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20287 Oracle Database 19¢c OJVM Ciritical Patch Update - January 2020

20300 Oracle Database 18c Critical OJVM Patch Update - January 2020

20305 Oracle Database 12.2.0.1 Critical OJVM Patch Update - January 2020

296081 Oracle Solaris 11.4 Support Repository Update (SRU) 12.5.0 Missing (CPUJUL2019)

296088 Oracle Solaris 11.4 Support Repository Update (SRU) 9.1.5 Missing (CPUAPR2019)

981446 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-gcxh-w3j9-58qr)

983463 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-r53m-pfr5-7v87)
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