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Summary

CVE CVE-2019-0214

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-30 22:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description In Apache Archiva 2.0.0 - 2.2.3, it is possible to write files to the archiva server at arbitrary locations by using the artifact upload mechanism. Existing files can be overwritten, if the archiva run user has appropriate permission on the filesystem for the target file.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Archiva All All All All

Application Apache Archiva All All All All

References

Reference Source Link

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Apache Archiva CVE-2019-0214 Arbitrary File Write Vulnerability BID www.securityfocus.com

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

oss-security - [SECURITY] CVE-2019-0214: Apache Archiva arbitrary file write and delete on the server MLIST www.openwall.com

Pony Mail! MLIST lists.apache.org

Bugtraq: [SECURITY] CVE-2019-0214: Apache Archiva arbitrary file write and delete on the server BUGTRAQ seclists.org

Archiva – Security Vulnerabilities CONFIRM archiva.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org
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https://lists.apache.org/thread.html/ada0052409d8a4a8c4eb2c7fd6b9cd9423bc753d5fce87eb826662fb@%253Cissues.archiva.apache.org%253E
http://www.securityfocus.com/bid/108124
https://lists.apache.org/thread.html/18b670afc2f83034f47ebeb2f797c350fe60f1f2b33c95b95f467ef8%2540%253Cannounce.apache.org%253E
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Apache Archiva 2.2.3 File Write / Delete ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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