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CVE-2019-0220

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-0220

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback
2019-06-11 21:29:00 UTC

2023-11-07 03:01:00 UTC

A vulnerability was found in Apache HTTP Server 2.4.0 to 2.4.38. When the path component of a request URL contains mu

| 1|

Risk And Classification

Problem Types: CWE-706

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Http Server All All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 28 All All All
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Operating System Fedoraproject Fedora 29 All
Operating System Fedoraproject Fedora 30 All
Operating System Opensuse Leap 15.0 All
Operating System Opensuse Leap 42.3 All
Operating System Opensuse Leap 15.0 All
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Pony Mail!
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Pony Mail!

support.f5.com/csp/article/K44591505

Debian -- Security Information -- DSA-4422-1 apache2
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Oracle Critical Patch Update Advisory - July 2020
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Bugtrag: [SECURITY] [DSA 4422-1] apache2 security update
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USN-3937-1: Apache HTTP Server vulnerabilities | Ubuntu security notices
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[SECURITY] Fedora 30 Update: httpd-2.4.39-2.fc30 - package-announce - Fedora Mailing-Lists
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[SECURITY] Fedora 29 Update: httpd-2.4.39-2.fc29 - package-announce - Fedora Mailing-Lists
Pony Mail!

Document Display | HPE Support Center

oss-security - CVE-2019-0220: URL normalization inconsistincies

Oracle Critical Patch Update - July 2019

Pony Mail!

[security-announce] openSUSE-SU-2019:1258-1: important: Security update

Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project

[SECURITY] [DLA 1748-1] apache?2 security update

Pony Mail!

[SECURITY] Fedora 28 Update: httpd-2.4.39-1.1.fc28 - package-announce - Fedora Mailing-Lists

Red Hat Customer Portal

CVE-2019-0220 Apache HTTP Server Vulnerability in NetApp Products | NetApp Product Security

Pony Mail!

Apache HTTP Server CVE-2019-0220 Remote Security Vulnerability
Pony Mail!

Oracle Critical Patch Update - October 2019

Pony Mail!

Oracle Critical Patch Update Advisory - April 2020

Pony Mail!

Red Hat Customer Portal
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Oracle Critical Patch Update Advisory - July 2022
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[security-announce] openSUSE-SU-2019:1190-1: important: Security update
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings |

159646 Oracle Enterprise Linux Security Update for httpd:2.4 security and bug fix update (ELSA-2019-3436)
376737 Oracle Hypertext Transfer Protocol Server (HTTP Server) Multiple Vulnerabilities (CPUJUL2022)
377310 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2019:0099)

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)

378299 Virtuozzo Linux Security Update for httpd-devel (VZLSA-2019:2343)

500017 Alpine Linux Security Update for apache2

503708 Alpine Linux Security Update for apache2
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