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CVE CVE-2019-0221
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-05-28 22:29:00 UTC
Updated 2023-12-08 16:41:00 UTC

Description The SSI printenv command in Apache Tomcat 9.0.0.M1 t0 9.0.0.17, 8.5.0 to 8.5.39 and 7.0.0 to 7.0.93 echoes user provide

1|

/ ]

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 9.0.0 m1 All All
Application Apache Tomcat 9.0.0 m10 All All
Application Apache Tomcat 9.0.0 mi1 All All
Application Apache Tomcat 9.0.0 m12 All All
Application Apache Tomcat 9.0.0 m13 All All
Application Apache Tomcat 9.0.0 m14 All All
Application Apache Tomcat 9.0.0 m15 All All
Application Apache Tomcat 9.0.0 m16 All All
Application Apache Tomcat 9.0.0 mi7 All All
Application Apache Tomcat 9.0.0 m18 All All
Application Apache Tomcat 9.0.0 m19 All All
Application Apache Tomcat 9.0.0 m2 All All
Application Apache Tomcat 9.0.0 m20 All All
Application Apache Tomcat 9.0.0 m21 All All
Application Apache Tomcat 9.0.0 m22 All All
Application Apache Tomcat 9.0.0 m23 All All
Application Apache Tomcat 9.0.0 m24 All All
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CVE-2019-0221 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20287 Oracle Database 19c OJVM Ciritical Patch Update - January 2020

20300 Oracle Database 18c Critical OJVM Patch Update - January 2020

20305 Oracle Database 12.2.0.1 Critical OJVM Patch Update - January 2020

296081 Oracle Solaris 11.4 Support Repository Update (SRU) 12.5.0 Missing (CPUJUL2019)
355773 Amazon Linux Security Advisory for tomcat : ALAS2-2023-2200

356307 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-014

982008 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-jjpg-gp59-8q6w)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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