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Summary

CVE CVE-2019-0222

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-28 22:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description In Apache ActiveMQ 5.0.0 - 5.15.8, unmarshalling corrupt MQTT frame can lead to broker Out of Memory exception making it unresponsive.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq All All All All

Operating System Debian Debian Linux 9.0 All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp E-series Santricity Web Services - All All All

Application Oracle Communications Diameter Signaling Router 8.0.0 All All All

Application Oracle Communications Diameter Signaling Router 8.1 All All All

Application Oracle Communications Diameter Signaling Router 8.2 All All All

Application Oracle Communications Diameter Signaling Router 8.2.1 All All All

Application Oracle Communications Diameter Signaling Router 8.0.0 All All All

Application Oracle Communications Diameter Signaling Router 8.1 All All All

Application Oracle Communications Diameter Signaling Router 8.2 All All All

Application Oracle Communications Diameter Signaling Router 8.2.1 All All All

Application Oracle Enterprise Manager Base Platform 12.1.0.5.0 All All All

Application Oracle Enterprise Manager Base Platform 13.2.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 12.1.0.5.0 All All All

Application Oracle Enterprise Manager Base Platform 13.2.0.0.0 All All All
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Application Oracle Enterprise Manager Base Platform 13.2.0.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0.0 All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Identity Manager Connector 9.0 All All All

Application Oracle Identity Manager Connector 9.0 All All All
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oss-security - [ANNOUNCE] CVE-2019-0222 - Apache ActiveMQ: Corrupt MQTT frame can cause broker shutdown MLIST www.openwall.com

[SECURITY] [DLA 2582-1] mqtt-client security update MLIST lists.debian.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

200175 Ubuntu Security Notification for mqtt-client Vulnerability (USN-6685-1)

981977 Java (maven) Security Update for org.apache.activemq:activemq-client (GHSA-jpv3-g4cc-6vfx)
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