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CVE CVE-2019-0227
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-01 21:29:00 UTC
Updated 2023-11-07 03:01:00 UTC

Description A Server Side Request Forgery (SSRF) vulnerability affected the Apache Axis 1.4 distribution that was last released in 200¢

1|

/ |

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Axis 1.4 All All All
Application Apache Axis 1.4 All All All
Application Oracle  Agile Engineering Data Management 6.2.1.0 All All All
Application Oracle  Agile Product Lifecycle Management Framework 9.3.3 All All All
Application Oracle  Application Testing Suite 13.2.0.1 All All All
Application Oracle  Application Testing Suite 13.3.0.1 All All All
Application Oracle  Big Data Discovery 1.6 All All All
Application Oracle = Communications Asap Cartridges 7.2 All All All
Application Oracle = Communications Asap Cartridges 7.3 All All All
Application Oracle = Communications Design Studio 7.3.43.0 Al All All
Application Oracle = Communications Design Studio 7.3.5.5.0 Al All All
Application Oracle  Communications Design Studio 7.4.04.0 Al All All
Application Oracle = Communications Design Studio 741.1.0 Al All All
Application Oracle = Communications Element Manager 8.0.0 All All All
Application Oracle = Communications Element Manager 8.1.0 All All All
Application Oracle  Communications Element Manager 8.1.1 All All All
Application Oracle  Communications Element Manager 8.2.0 All All All
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Application Oracle  Peoplesoft Enterprise Human Capital Management Human Resources  7.3.6 All All All
Application Oracle  Peoplesoft Enterprise Human Capital Management Human Resources 9.2 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.56 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.57 All All All
Application Oracle  Peoplesoft Enterprise Peopletools 8.58 All All All
Application Oracle  Policy Automation Connector For Siebel 10.4.6 All All All
Application Oracle  Primavera Gateway 16.2.11 All All All
Application Oracle  Primavera Gateway 17.12.6 All All All
Application Oracle  Primavera Unifier 16.1 All All All
Application Oracle  Primavera Unifier 16.2 All All All
Application Oracle  Primavera Unifier 18.8 All All All
Application Oracle  Primavera Unifier 19.12 All All All
Application Oracle  Primavera Unifier All All All All
Application Oracle  Rapid Planning 12.1 All All All
Application Oracle  Rapid Planning 12.2 All All All
Application Oracle  Real-time Decision Server 3.2.1.0 All All All
Application Oracle  Retail Order Broker 15.0 All All All
Application Oracle  Retail Order Broker 16.0 All All All
Application Oracle  Retail Order Broker 18.0 All All All
Application Oracle  Retail Xstore Point Of Service 71 All All All
Application Oracle  Secure Global Desktop 5.4 All All All
Application Oracle  Secure Global Desktop 5.5 All All All
Application Oracle  Siebel Ui Framework All All All All
Application Oracle  Tuxedo 12.1.1.0.0 All All All
Application Oracle  Tuxedo 12.1.3 All All All
Application Oracle  Webcenter Portal 12.2.1.3.0 All All All
4 [ vl
Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com Third Party Advisory
Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Pony Mail! lists.apache.org
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CVE-2019-0227: Expired Domain to RCE in Apache Axis MISC rhinosecuritylabs.com Exploit, Third Party Advisory
Oracle Critical Patch Update - October 2019 MISC www.oracle.com Third Party Advisory

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com Third Party Advisory

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com Third Party Advisory

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

[axis-java-user] 20210928 [Axis2] Migration Issues lists.apache.org

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com Third Party Advisory

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379452 IBM Cognos Analytics Multiple Vulnerabilities (7123154)

980289 Java (maven) Security Update for org.apache.axis:axis (GHSA-h9gj-rqrw-x4fq)
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