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CVE-2019-0228

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-0228

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback
2019-04-17 15:29:00 UTC

2023-11-07 03:01:00 UTC

Apache PDFBox 2.0.14 does not properly initialize the XML parser, which allows context-dependent attackers to conduct X

| 1|

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache James 3.3.0 All All All
Apache James 3.4.0 All All All
Apache Pdfbox 2.0.14 All All All
Apache Pdfbox 2.0.14 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Oracle Banking Corporate Lending Process Management 14.2 All All All
Oracle Banking Corporate Lending Process Management 14.3 All All All
Oracle Banking Corporate Lending Process Management 14.5 All All All
Oracle Banking Credit Facilities Process Management 14.2 All All All
Oracle Banking Credit Facilities Process Management 14.3 All All All
Oracle Banking Credit Facilities Process Management 14.5 All All All
Oracle Banking Supply Chain Finance 14.2 All All All
Oracle Banking Supply Chain Finance 14.3 All All All
Oracle Banking Supply Chain Finance 14.5 All All All
Oracle Banking Trade Finance Process Management 14.2 All All All

Oracle Banking Trade Finance Process Management 14.3 All All All
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Application Oracle Banking Trade Finance Process Management 14.5 All All All
Application Oracle Banking Virtual Account Management 14.2 All All All
Application Oracle Banking Virtual Account Management 14.3.0 All All All
Application Oracle Banking Virtual Account Management 14.5 All All All
Application Oracle Communications Messaging Server 8.1 All All All
Operating System  Oracle Communications Messaging Server 8.1 All All All
Application Oracle Communications Session Report Manager All All All All
Application Oracle Hyperion Financial Reporting 11.1.24 All All All
Application Oracle Hyperion Financial Reporting 11.2.6.0 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All
Application Oracle Retail Xstore Point Of Service 16.0.6 All All All
Application Oracle Retail Xstore Point Of Service 17.0 All All All
Application Oracle Retail Xstore Point Of Service 18.0.3 All All All
Application Oracle Webcenter Sites 12.2.1.3.0 Al All All
Application Oracle Webcenter Sites 12.2.1.4.0 Al All All
Reference Source Link Tag
Pony Mail! lists.apache.org
[SECURITY] Fedora 29 Update: pdfbox-2.0.16-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com
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Pony Mail! MISC lists.apache.org Mail
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Pony Mail! lists.apache.org
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CVE Program record CVE.ORG www.cve.org canc

NVD vulnerability detail NVD nvd.nist.gov canc
4]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980294 Java (maven) Security Update for org.apache.pdfbox:pdfbox (GHSA-c9jj-3wvg-q65h)
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