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Summary

CVE CVE-2019-0319

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-10 19:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The SAP Gateway, versions 7.5, 7.51, 7.52 and 7.53, allows an attacker to inject content which is displayed in the form of an error message. An attacker could thus mislead a user to believe this information is from the legitimate service when it's not.

Risk And Classification

Problem Types: CWE-79 | CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Gateway 7.5 All All All

Application Sap Gateway 7.51 All All All

Application Sap Gateway 7.52 All All All

Application Sap Gateway 7.53 All All All

Application Sap Gateway 7.5 All All All

Application Sap Gateway 7.51 All All All

Application Sap Gateway 7.52 All All All

Application Sap Gateway 7.53 All All All

Application Sap Ui5 1.0.0 All All All

Application Sap Ui5 1.0.0 All All All

References

Reference Source Link Tags

SAP UI5 1.0.0 is vulnerable to Content Spoofing in multiples parameters MISC cxsecurity.com Third Party Advisory

launchpad.support.sap.com MISC launchpad.support.sap.com Permissions Required, Vendor Advisory

SAPUI5 1.0.0 / SAP Gateway 7.5 / 7.51 / 7.52 / 7.53 Content Spoofing ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory

SAP Gateway CVE-2019-0319 Content Injection Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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https://cxsecurity.com/ascii/WLB-2019050283
https://launchpad.support.sap.com/#/notes/2752614
http://packetstormsecurity.com/files/153661/SAPUI5-1.0.0-SAP-Gateway-7.5-7.51-7.52-7.53-Content-Spoofing.html
http://www.securityfocus.com/bid/109074


launchpad.support.sap.com MISC launchpad.support.sap.com

SAP Security Patch Day – July 2019 - Product Security Response at SAP - Community Wiki CONFIRM wiki.scn.sap.com Vendor Advisory

CVE-2019-0319.txt - Google Drive MISC drive.google.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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