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CVE CVE-2019-0330
State PUBLIC
Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-07-10 20:15:00 UTC
Updated 2023-12-19 15:32:00 UTC

Description The OS Command Plugin in the transaction GPA_ADMIN and the OSCommand Console of SAP Diagnostic Agent (LM-Sel
i

/ |

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sap Diagnostics Agent 7.20 All All All

Application Sap Diagnostics Agents 7.20 All All All

Application Sap Diagnostics Agents 7.20 All All All

Reference Source Link Ta
SAP Diagnostics Agent CVE-2019-0330 OS Command Injection Vulnerability BID www.securityfocus.com Thi
SAP Security Patch Day — July 2019 - Product Security Response at SAP - Community Wiki  CONFIRM  wiki.scn.sap.com Ve
launchpad.support.sap.com MISC launchpad.support.sap.com Pe
CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
4 H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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