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Certain versions of Enterprise Extension Financial Services from Sap
contain the following vulnerability:

Transaction Management in SAP Treasury and Risk Management
(corrected in S4CORE versions 1.01, 1.02, 1.03, 1.04 and EA-
FINSERV versions 6.0, 6.03, 6.04, 6.05, 6.06, 6.16, 6.17, 6.18, 8.0)
does not perform necessary authorization checks for functionalities that
require user identity.

CVSS3 Score: 8.8 - HIGH
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CVSS2 Score: 6.5 - MEDIUM
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CVE References

Description Tags Link

SAP Security Patch Day – November 2019 - Product Security
Response at SAP - Community Wiki

Vendor Advisory

wiki.scn.sap.com

text/html

 CONFIRM
wiki.scn.sap.com/wiki/pages/viewpage.action?
pageId=528880390

CVE-2019-0384 has been assigned by  cna@sap.com to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2019-0384/mitre
https://cve.report/CVE-2019-0384/nist
https://cve.report/CVE-2019-0384/cve_org
https://cve.report/CVE-2019-384.pdf
http://cve.report/software/sap/enterprise_extension_financial_services
http://cve.report/vendor/sap
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=528880390


No Description Provided Permissions Required

Vendor Advisory

launchpad.support.sap.com

text/html

 MISC
launchpad.support.sap.com/#/notes/2828981

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sap Enterprise Extension Financial Services 6.0 All All All

Application Sap Enterprise Extension Financial Services 6.03 All All All

Application Sap Enterprise Extension Financial Services 6.04 All All All

Application Sap Enterprise Extension Financial Services 6.05 All All All

Application Sap Enterprise Extension Financial Services 6.06 All All All

Application Sap Enterprise Extension Financial Services 6.16 All All All

Application Sap Enterprise Extension Financial Services 6.17 All All All

Application Sap Enterprise Extension Financial Services 6.18 All All All

Application Sap Enterprise Extension Financial Services 8.0 All All All

Application Sap Enterprise Extension Financial Services 6.0 All All All

Application Sap Enterprise Extension Financial Services 6.03 All All All

Application Sap Enterprise Extension Financial Services 6.04 All All All

Application Sap Enterprise Extension Financial Services 6.05 All All All

Application Sap Enterprise Extension Financial Services 6.06 All All All

Application Sap Enterprise Extension Financial Services 6.16 All All All

Application Sap Enterprise Extension Financial Services 6.17 All All All

Application Sap Enterprise Extension Financial Services 6.18 All All All

Application Sap Enterprise Extension Financial Services 8.0 All All All

Application Sap Treasury And Risk Management S4core 1.01 All All All

Application Sap Treasury And Risk Management S4core 1.02 All All All

Application Sap Treasury And Risk Management S4core 1.03 All All All

Application Sap Treasury And Risk Management S4core 1.04 All All All

Application Sap Treasury And Risk Management S4core 1.01 All All All

Application Sap Treasury And Risk Management S4core 1.02 All All All

Application Sap Treasury And Risk Management S4core 1.03 All All All
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Application Sap Treasury And Risk Management S4core 1.04 All All All

Application Sap Treasury And Risk Management S4core 1.01 All All All

Application Sap Treasury And Risk Management S4core 1.02 All All All

Application Sap Treasury And Risk Management S4core 1.03 All All All

Application Sap Treasury And Risk Management S4core 1.04 All All All

cpe:2.3:a:sap:enterprise_extension_financial_services:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.03:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.04:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.05:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.06:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.16:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.17:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.18:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.03:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.04:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.05:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.06:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.16:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.17:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:6.18:*:*:*:*:*:*:*:

cpe:2.3:a:sap:enterprise_extension_financial_services:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_(s4core):1.01:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_(s4core):1.02:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_(s4core):1.03:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_(s4core):1.04:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.01:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.02:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.03:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.04:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.01:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.02:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.03:*:*:*:*:*:*:*:

cpe:2.3:a:sap:treasury_and_risk_management_\(s4core\):1.04:*:*:*:*:*:*:*:

https://cve.report/CVE-2019-0383
https://cve.report/CVE-2019-0385
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-0384
	CVSS3 Score: 8.8 - HIGH
	CVSS2 Score: 6.5 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)



