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CVE CVE-2019-0542
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2019-01-09 15:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description A remote code execution vulnerability exists in Xterm.js when the component mishandles special characters, aka "Xterm R¢

| 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Redhat Openshift Container Platform All
Application Xtermjs Xterm.js All

Update Edition Language
All All All
All All All

References

Reference Source
Xterm.js CVE-2019-0542 Remote Code Execution Vulnerability

Releases - xtermjs/xterm.js - GitHub

Red Hat Customer Portal - Access to 24x7 support and knowledge

Red Hat Customer Portal

cve-website MISC
Red Hat Customer Portal

Red Hat Customer Portal REDHAT

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link Tags
www.securityfocus.com
github.com

access.redhat.com
access.redhat.com

www.cve.org

access.redhat.com
access.redhat.com

nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2019-0542/mitre
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/xtermjs
http://cve.report/software/xtermjs/xterm.js
http://www.securityfocus.com/bid/106434
https://github.com/xtermjs/xterm.js/releases
https://access.redhat.com/errata/RHSA-2019:2551
https://access.redhat.com/errata/RHSA-2019:1422
https://www.cve.org/CVERecord?id=CVE-2019-0542
https://access.redhat.com/errata/RHSA-2019:2552
https://access.redhat.com/errata/RHBA-2019:0959
https://nvd.nist.gov/vuln/detail/CVE-2019-0542

980989 Nodejs (npm) Security Update for xterm (GHSA-mc23-976p-j42x)
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