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Summary

CVE CVE-2019-0757

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-09 02:29:00 UTC

Updated 2022-04-11 20:36:00 UTC

Description A tampering vulnerability exists in the NuGet Package Manager for Linux and Mac that could allow an authenticated attacker to modify a NuGet package's folder structure, aka 'NuGet Package Manager Tampering Vulnerability'.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Operating System Apple Mac Os - All All All

Application Microsoft .net Core 1.0 All All All

Application Microsoft .net Core 1.1 All All All

Application Microsoft .net Core 2.1 All All All

Application Microsoft .net Core 2.2 All All All

Application Microsoft .net Core 1.0 All All All

Application Microsoft .net Core 1.1 All All All

Application Microsoft .net Core 2.1 All All All

Application Microsoft .net Core 2.2 All All All

Application Microsoft .net Core Sdk 1.1 All All All

Application Microsoft .net Core Sdk 2.1.500 All All All

Application Microsoft .net Core Sdk 2.2.100 All All All

Application Microsoft .net Core Sdk 1.1 All All All

Application Microsoft .net Core Sdk 2.1.500 All All All

Application Microsoft .net Core Sdk 2.2.100 All All All
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Application Microsoft .net Core Sdk 2.2.100 All All All

Application Microsoft Nuget 4.3.1 All All All

Application Microsoft Nuget 4.4.2 All All All

Application Microsoft Nuget 4.5.2 All All All

Application Microsoft Nuget 4.6.3 All All All

Application Microsoft Nuget 4.7.2 All All All

Application Microsoft Nuget 4.8.2 All All All

Application Microsoft Nuget 4.9.4 All All All

Application Microsoft Nuget 4.3.1 All All All

Application Microsoft Nuget 4.4.2 All All All

Application Microsoft Nuget 4.5.2 All All All

Application Microsoft Nuget 4.6.3 All All All

Application Microsoft Nuget 4.7.2 All All All

Application Microsoft Nuget 4.8.2 All All All

Application Microsoft Nuget 4.9.4 All All All

Application Microsoft Visual Studio 2017 - All All All

Application Microsoft Visual Studio 2017 - All All All

Application Mono-project Mono Framework 5.18.0.223 All All All

Application Mono-project Mono Framework 5.20.0 All All All

Application Mono-project Mono Framework 5.18.0.223 All All All

Application Mono-project Mono Framework 5.20.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux Eus 8.1 All All All

Operating System Redhat Enterprise Linux Eus 8.2 All All All

Operating System Redhat Enterprise Linux Eus 8.4 All All All

Operating System Redhat Enterprise Linux Server Aus 8.2 All All All

Operating System Redhat Enterprise Linux Server Aus 8.4 All All All

Operating System Redhat Enterprise Linux Server Tus 8.2 All All All

Operating System Redhat Enterprise Linux Server Tus 8.4 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0757 CONFIRM portal.msrc.microsoft.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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