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A remote code execution vulnerability exists in the way the scripting engine handles objects in memory in Microsoft browse|
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Risk And Classification

Problem Types: CWE-787 | CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Microsoft Internet Explorer 10 - All All
Microsoft Internet Explorer 11 - All All
Microsoft Internet Explorer 9 All All All
Microsoft Internet Explorer 10 - All All
Microsoft Internet Explorer 11 - All All
Microsoft Internet Explorer 9 All All All
Microsoft Windows 10 - All All All
Microsoft Windows 10 1607 All All All
Microsoft Windows 10 1703 All All All
Microsoft Windows 10 1709 All All All
Microsoft Windows 10 1803 All All All
Microsoft Windows 10 1809 All All All
Microsoft Windows 10 1903 All All All
Microsoft Windows 10 - All All All
Microsoft Windows 10 1607 All All All
Microsoft Windows 10 1703 All All All
Microsoft Windows 10 1709 All All All
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References

Reference

ZDI-19-625 | Zero Day Initiative
ZDI-19-627 | Zero Day Initiative
ZDI-19-626 | Zero Day Initiative
ZDI-19-639 | Zero Day Initiative
ZDI-19-638 | Zero Day Initiative
CVE Program record

NVD vulnerability detail

/

portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0920

Source

MISC

MISC
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MISC

CVE.ORG
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Patch, Vendor Advi:

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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