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Summary

CVE CVE-2019-1000010

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-04 21:29:00 UTC

Updated 2019-02-06 12:50:00 UTC

Description phpIPAM version 1.3.2 and earlier contains a Cross Site Scripting (XSS) vulnerability in subnet-scan-telnet.php that can result in executing code in victims browser. This attack appears to be exploitable via victim visits link crafted by an attacker. This vulnerability appears to have been fixed in 1.4.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpipam Phpipam All All All All

References

Reference Source Link

Bugfix: XSS in subnet-scan-telnet.php, CSRF in subnet-scan-execute.ph… · phpipam/phpipam@fd37bd8 · GitHub MISC github.com

XSS via CSRF(subnet-scan-telnet.php & subnet-scan-execute.php) · Issue #2327 · phpipam/phpipam · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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