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Summary

CVE CVE-2019-1000018

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-04 21:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description rssh version 2.3.4 contains a CWE-77: Improper Neutralization of Special Elements used in a Command ('Command Injection') vulnerability in allowscp permission that can result in Local command execution. This attack appear to be exploitable via An authorized SSH user with the allowscp permission.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Pizzashack Rssh 2.3.4 All All All

Application Pizzashack Rssh 2.3.4 All All All
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Full Disclosure: KL-001-2021-007: CommScope Ruckus IoT Controller Undocumented Account FULLDISC seclists.org

[SECURITY] Fedora 29 Update: rssh-2.3.4-15.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Command Execution Vulnerability in rssh with allowscp | esnet-security.github.io MISC esnet-security.github.io Exploit, Third Party Advisory

[SECURITY] Fedora 31 Update: rssh-2.3.4-15.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

USN-3946-1: rssh vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1650-1] rssh security update MLIST lists.debian.org Mailing List, Third Party Advisory

[SECURITY] Fedora 30 Update: rssh-2.3.4-15.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: rssh-2.3.4-15.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

rssh: Multiple vulnerabilities (GLSA 202007-29) — Gentoo security GENTOO security.gentoo.org

Debian -- Security Information -- DSA-4377-1 rssh DEBIAN www.debian.org Third Party Advisory

[SECURITY] Fedora 31 Update: rssh-2.3.4-15.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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