CVE-2019-1003000

JSON API

MITRE NVD CVE.ORG

Print: PDF 1)

/
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State PUBLIC

Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-01-22 14:29:00 UTC

Updated 2023-10-25 18:16:00 UTC

Description

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Jenkins Script Security

Application Redhat Openshift Container Platform
Application Redhat Openshift Container Platform

Version

All

3.1

3.1

Update
All
All

All

Edition

All

All

All

A sandbox bypass vulnerability exists in Script Security Plugin 1.49 and earlier in src/main/java/org/jenkinsci/plugins/scripts

1|

Language
All
All

All

References

/

Reference

Red Hat Customer Portal

Jenkins Security Advisory 2019-01-08

Jenkins ACL Bypass and Metaprogramming RCE

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

Jenkins ACL Bypass / Metaprogramming Remote Code Execution ~ Packet Storm

Jenkins Plugin Script Security 1.49/Declarative 1.3.4/Groovy 2.60 - Remote Code Execution

No vendor comments have been submitted for this CVE.

Jenkins 2.137 and Pipeline Groovy Plugin 2.61 - ACL Bypass and Metaprogramming Remote Code Execution (Metasploit)
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There are currently no legacy QID mappings associated with this CVE.
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