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Summary

CVE CVE-2019-10056

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-28 21:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in Suricata 4.1.3. The code mishandles the case of sending a network packet with the right type, such that the function DecodeEthernet in decode-ethernet.c is executed a second time. At this point, the algorithm cuts the first part of the packet and doesn't determine the current length. Specifically, if the packet is exactly 28 long, in the first iteration it subtracts 14 bytes. Then, it is working with a packet length of 14. At this point, the case distinction says it is a valid packet. After that it casts the packet, but this packet has no type, and the program crashes at the type case distinction.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Suricata-ids Suricata 4.1.3 All All All

Application Suricata-ids Suricata 4.1.4 All All All

Application Suricata-ids Suricata 4.1.3 All All All

Application Suricata-ids Suricata 4.1.4 All All All

References

Reference Source

Security #2946: decode-ethernet: heapbuffer overflow in file decode-ethernet.c (master) - Suricata - Open Information Security Foundation MISC

Suricata 4.1.4 released | Suricata CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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