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Summary

CVE CVE-2019-10063

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-26 14:29:00 UTC

Updated 2019-05-13 10:29:00 UTC

Description Flatpak before 1.0.8, 1.1.x and 1.2.x before 1.2.4, and 1.3.x before 1.3.1 allows a sandbox bypass. Flatpak versions since 0.8.1 address CVE-2017-5226 by using a seccomp filter to prevent sandboxed apps from using the TIOCSTI ioctl, which could otherwise be used to inject commands into the controlling terminal so that they would be executed outside the sandbox after the sandboxed app exits. This fix was incomplete: on 64-bit platforms, the seccomp filter could be bypassed by an ioctl request number that has TIOCSTI in its 32 least significant bits and an arbitrary nonzero value in its 32 most significant bits, which the Linux kernel would treat as equivalent to TIOCSTI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flatpak Flatpak All All All All

Application Flatpak Flatpak 1.3.0 All All All

Application Flatpak Flatpak All All All All

Application Flatpak Flatpak 1.3.0 All All All

Application Flatpak Flatpak All All All All

References

Reference Source Link

CVE-2019-10063: incomplete TIOCSTI filtering, similar to snapd's CVE-2019-7303 · Issue #2782 · flatpak/flatpak · GitHub MISC github.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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