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CVE CVE-2019-10070
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-18 21:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description Apache Atlas versions 0.8.3 and 1.1.0 were found vulnerable to Stored Cross-Site Scripting in the search functionality

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Atlas 0.8.3 All All All
Application Apache Atlas 1.1.0 All All All
Application Apache Atlas 0.8.3 All All All
Application Apache Atlas 1.1.0 All All All
References |
Reference Source Link Tags
[atlas-dev] 20191117 [CVE-2019-10070] Apache Atlas Stored XSS Vulnerability MLIST lists.apache.org  Mailing List, Vendor Advisor
Pony Mail! lists.apache.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981606 Java (maven) Security Update for org.apache.atlas:apache-atlas (GHSA-v62j-fcxg-j239)
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